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Editor’'s Note
By Junk / Stopwatch

Afternoon, morning, or another time.
Here's the fourth release of the lainzine, delivered exocﬂy when | said
it would come out: Soon.

My excuse for a late release this time is a mix of work, school, and not
prioriﬁzing lainchan as higHy as | did when Ko|yx was here. My Work, |

should add, was direct engogement with the 2016 United States election.

The world is a very different p|oce now and | hope that you are all safe
in the upcoming future.

Stay tuned for a zine (undaffiliated to us) that some lains are putting
foge’rher on opsec. Currenﬂy, +|'1ey re |ool<|ng for arfists and Formo’r’rers If
you can |'12|p, feel free to get in touch with

610114 6:12:4:.26 57:3:4:2 56:4:6:1 6111:22.23 60:3:2.13 60:1:5:12 58:1:3:2
31:8:1:22 29:1.1.7

—Junk

---end editor's note---

Stopwatch additional:

This issue is a full bumper packed 64 pages of Lain magic. Big thanks
for all contributions to the Lainzine content and construction. This edition
has been a |ong one in the moking... As for the future of the zine, | intend
fo continue working on itfs |c1youf and with editorial l’\e||o will be |ool<ing
for a release schedule som’rhmg closer to Jrri—\/eor|y, as opposed to the
current Jrry—\/eor|y4 The zine is not dead!

As many will know, Lainchan has recenﬂy (*cough*) sold out...

| would like to thank Ko|yx for all the work and fime he spent
constructing this small corner of the internet and Fumishing it so very welll
Obviously the sale and transfer of Lainchan raised questions about its
direction and future - but as it transpires, after the storm the sea is smooth.
The current owner of Lainchan is now Applemanl234 and it appears he
is not casual. Thanks for Jroking on Lainchan, and all the fime you must
now spend adminin' it. You seem fo be Wi||ing and well able to keep it
moving in a positive direction.

Now | present for your enjoyment in the Fo”owing pages, Lainzine 4...

>M€SSOg€ el’]dSA
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. Summary

We study a simple system, called the Baker's Moap, and we show that it
exhibits all the characteristics of a chaotic system. Symbohc dynomics for the
system will be constructed through the use of binary numbers. The system
will be used as a model of a chaotic dynomico| system for future articles.

No prerequisites are needed other than highschod maths so all the
additional  mathematical tools and ideas used will be constructed

fhrougl’louf the article.

| Sections:

1) Some Prerequisites

2)  The Baker's Map

21) Presentation of the system

2.2) Symbolic Dynamics for the Baker's Map
2.3) Metric compoﬁbthry and the dense orbit

~ 1) Some Prerequisites

What we want to do in this short series of articles is fo show the
existence of a certain, very intresting behaviour in simp|e/ abstract physico|
systems. This behaviour is called chaos, and is not an excep+iono|
phenomenon: it is quite generic and we experience it in everyday life.

The context in which chaos fits best is called the theory of dynamical
systems. This theory is at the crossroad between maths and physics, the
discip|ine called  mathematical physics. A dynomico| system s the
abstraction of a physico| system. A dynomico| system s essenﬁa”y made
of two parts, a sef, called phase space or simp|y space, and a function,
called the dynomics, that associates a point in the space to another point
in the space. W hat we mean for space is o||reoo|y a comp|ico+eo| matter,
and we won't dive into it. For what we need, it suffices to think of the
space X as a subset of space, X C R". The dynomics is just a function
®: X — X This function is called dynamics because we want to think
obout it as a model of the motion of a por+ic|e: to do so, we think of a
point x in X as a particle, and of ®(x) as the point in X to which x has
moved to after a fixed time. The whole motion is calculated applying
iteratively the dynamic map ®. For this reason, a rule that associates an
“initial point” x tfo ifs transform after k units of time remains defined:

This means: chosen a time step 1., the por+ic|e that was in X, at time
t = kty , will be at time of t = (k + 1), in position x,,, = ®(x,). This also

means that if we want to know the position X, of a por’ric|e that starts its

motion in x, ofter a time of t = kto , we need to apply @ to X, k times:
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X, = q)k<x0) where ® = ®o ... 0P

k times

So this is the picture: we take a point x € X and we consider the subset
Ox) = {P*(x), ke 2} C X

called orbit of x, and we think of the integer ke Z as a time unit. W hat
we want to do when cmo|yzing a dynomico| system is fo describe
quo|i’roﬁve|y what the dynomico\ map does to the points in phqse space X.

2) The Baker's Map

2.1) Presentation of the system

We now concentrate on a sing|e, simp|e dynomico| system, called the
Baker's Map.

The phose space of the system is the square of unit \eng|’1+ (with the
edges removed), X = [0, 1[> which we will consider with cartesian
coordinates:

X={(xy)eR*:0<x<1,0<y<1}

The dynomico\ map mighf seem a little comp|ico+eo| but with some
Figures it con be exp|0ineo| very eosi|y. This is its form:

(Zx,%y) in<%
D(x, y) = L 1
(2x,—1,5y+5) i\foT

To visualize it, consider Figure 1. It is @ p|o’r of 50 000 random points
in X, centered in (% ,%) Think of X as a square of some’rhing mo||e0b|e,
like dough The Baker's map does what o boker does when working
dough: you toke the dough, you squosl’] it down, you cut it in two and
you put a piece on top of the

1

other. If you are not convinced
that this is what the map does,
the ﬁgures will show you that this 08
is exocHy its action.

Think of the black ball os a dot '
of food co|oring dabbed in the 04
middle of the dough

02

FIGURE 1: A ball of radius 0.1 of 50000

random points in X 0 02 04 06 08 1
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Note that the dot is exactly centerd in the square. This has
consequences on the speed with which the ball will be transformed,
because the map is piecewise: that is, it does different Jrhings left of x =%
then it does righf In Figure 2 you can find a schematic drowing of the
action of the map on the phose space. The iterations of the Baker's map
on the initial ball can be found in Figure 3. Think of the dough bemg
squoshed down untill it's twice as |ong and half as tall. Then it is cut in
two, and the two parfs are stacked. If you keep this in mind, the first
iteration of the map will be clear to you: the ball is cut in two and half
as tall. Now lef's take the resuHing phose space and let's opp\y the
dynamics again, obtaining the second iteration. This time no part of the
black dot has x = %, so the cutting has no effect on it. The result is that
the black dot is only squashed, and it progressively gets longer and
closer to the middle. This goes on for a while, untill the two ‘limbs" are
squoshed and e|ongo+ed enough that a piece of them intersect the half.
We can jump to the fourth iteration, where a quo\i’ra’rive chonge ensues.
This is when the magic startsl The limbs get repeo+ed|y cut and stacked
fogejrher, {orming |ong and progressive|y finer filaments that, step by
step, cover the whole phose space, mokmg the points sparcer and
sparcer. After 10 steps there is still a g|impse of regu|ori+y: we can still
disﬁnguish the filaments. This form goes on for some time, depending on
the number of points that make the initial ball. The next steps make the
points limbs lose their structure, disﬂibuﬁng the porﬁdes Jrhroughouf the
dough. In this case, the phase space will go under another “transition”
after 10 steps, in which the filaments are comp\e+e|y disinJregroJred.

The ball structure is completely lost. The points from now on wander
around the dough, and no quohfoﬁve chcmge ensues from now on. This is
the situation of iteration 20.

It is clear that someﬂwing “chaotic” is going on: after some steps, any
“definite \ump” in phose space will loose all its shope and will have its
points distributed H']roughom the phose space (this is wh\/ bakers uselll the
baker's map to kneed dough: all the |umps get distributed in the dough
and aoftfer some steps the dough is allmost perw(ecHy uniform). What we
want to show in the next section is that even if the system tends to rip up
and uniform shepes in phose space, it is deterministic.

2.2 Symbolic Dynamics for the Baker's Map

Let's focus on the action of the Baker's map on one point. Can we
predic’r where it will go after k iterations? The first idea is to fake its
coordinates, opp|y the map, then p|ug the result in the map, and repeat
k times. This sure|y will show the poirﬁ's coordinates after k iterations.
But this is not an intresting way fo do it, because we would like to
prec//'aL without hovmg to do all the calculations.

There is oduo”y a way to predid the behaviour of one poer's orbit,
more pre-cisely, there is a way to find a point that will spawn an orbit
that, iteration after it-eration, will pass infinitesimally close to points we
have chosen. To see this, we have to find smarter coor-dinates on phase
space that are adapted to the map's action, equivalently, coordinates in
which the mop's action is ex’rreme|y easy.

To do this, we must recognise what the map essenﬁo”y does. As we
have said, apart from the cutting, the map strefches in one direction and
squoshes in the other, and it does this by a factor of 2. S’rrekhfing by a
factor of 2 is done by mu|ﬁp|y—mg by 92, while squoshing is done by divid-
ing by 2. So the essentidl part of the map a division |oy two in one

Lainzine 4 — May 2017
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08 . | 08 |

o RS

o . . . . | o . . . . |
[0} 02 0.4 0.6 0.8 1 o 02 0.4 0.6 08 1
(a) First iteration (b) Second iteration
038 08
0.6 { 0.6
04 04
O 0.2
o s 4 L 1 o n n T n 1
[0} 02 0.4 0.6 08 0 02 0.4 0.6 08 1
(c) Fourth iteration (d) Sixth iteration
1 1 11— ———y
|
08 | | 08
|
| |
06 | | 06
|
04 | | 04
|
|
02 | | 02 |
|
|
o ; . | o it ST R e g e T S
e} 02 04 0.6 08 1 o 02 04 0.6 08 1
(e) Tenth iteration (f) Twentieth iteration

FIGURE 3: Iterations of the Dynamical Map.

direction, and a mu\’rip\icoﬁon in the other. This gives us an idea: in base 2,
mu|’rip\ymg |oy 2 is equivo|en’r to deoining a O atf the end of the number,
equivo\enﬂy/ shiﬂing fowards the rigH the decimal point, while o|ivio|mg by
2 is equivo|en+ to shiworing towards the left the decimal point. Thus if we
write the coordinates in X in binary notation we can caopture the
sfreJrching/squoshing propriety of the map eosi|y. This is 0c+uo||y an
infermediate step, because we need to fake account of the “cutting in two’

part of the map. A deeper analysis of the map shows that the best co-

ordinates? possib|e are these: you take the bmory expansion of the point

(x, y)

x=0qaa,. .. y=0bpb,.. .

where a, b, € {0,1}VkeZ

Lainzine 4 — May 2017
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Note that these expansions are not necessarily finite, and if they are we
will think of them as infinite by odjoining an infinite sequence of zeroes, in X
this way: s 1 [ o Lt (7

O,OLO..,OLH = 040L04..0Ln0000..4

Thenl3! vou take the binary expansion of y, reverse it and “atfach” it to
Y y exp y
the binory expansion of x, this way:

..0.0... wili Lz
x = 0aya,a,. y =0bb,b,. =
0 =..0,0 0,00, =.bbbaaa,.
So now, instead of phose space X and it's points we will consier the set FIGURE 4 (ptl): Phase space partitions and
letters in strings.
Y={o= .0 00, :0,€{0 1} VkeZ}

of double-infinite “s’rrings”, or "words’, with ”symbo|s”, or 'letters”, in {0, 1}
The corrispondonce is one on one, because all we done is to find a
compact way to write a point in X, and it is od’uc:”y a function

h:X — X
h(x,y) = .0 0.
where x = 0.00,.,y =00 0 ,.

For example, lets consider the string associated to the point (L 0)

2
The bmory expansion of%is 0.1, so h(%, 0) = ..00.10..

Now we need to find a map ¥ : ¥ — X that does what the
Baker's map does on X.

To do this we must understand what the binory expansion tells us
about the points in phose space. Lets focus on the x component. Any X
such that x < % will have binory expansion starting with 0, that is x =
00.., while any x such that x > L will have |oinory expansion starfing
with 1, x = 0.1... This means that any point right of the center (%%)
will be of the form .0 00, and any point left of the center will be
of the form .o lo,.. The same thing can be said dabout the y
component, swiJrching rigH with under and left with over. This means that
if we divide in four quodron+s our X, the letters in position -1 and 0 fell
us in which quodrorﬁ the point is. This reasoning can be repeofed with the
next two lefters of the string, dividing each quodrorﬁ in additional four
quodrorﬁs, and so on: the leffers in position k and -(k+1) tell us in which
square of a grid of 2% squares in X the point is. See Figure 4. This is
essenﬁo”y the meaning of a binory expansion, so it is no+hing new but a
different point of view. So a string localizes a point in X with precision
growing with the number of letters of each string we consider. This will be
imporfant for prooving some fun properties peculiar to the Baker's map.

Recall that the Baker's map is defined by

(2x,%y) if x <
O(x, y) = L
(2x, =1,y +5) if x >

We now proove that

if o = h(x,y) then ¥ (o) = 0’

where 0= 0

9 [l Lainzine 4 - May 2017



?:l],OU.,. BN 16 N WOy i 1 O OO, ) % °
...01.00...]...01.01...}...01.10...]...01.11..]
...10.00...1...10,01...] ...10.10...|...10.11..
...00.00..|...00.01...{ ...00.10...}..,00.11...

FIGURE &4 (pt2): Phase space partitions and

letters in strings.

that is, on the word set ¥ the Baker's map acts as a translation
towards the right of the decimal point:

¥(.0c .0,0,.) = .0 ,0,.0,0,.

1071 170°717°2

This is oci’uo”y very easy to proove, infact, we o||reoo|y prooveo| it. To
understand this lets concentrate on the points with x < % Their associated
strings in word space are the strings of the form o = ~0_0o,.. Since x
< %, the first part of the map 0pp|ies, SO X is mu|+ip|iec| |oy 2 and Yy is
divided by 2. Nofice that since y < 1 after the division y* < 17 On string
space this means that o = 0.0 The value of o’ depends on if
x < % or not: since ¢ tells us in which subquadrant of the first
quodrorﬁr of X the point is, and since the X-component of such point
comes from a multiplication by two, if o, was 0 now oy is 0, and the
same with 1. To finish, note that if x > 17, then U brings the 1 from x fo
y. Thus 6" = «030,0,... A straight forward calculation may be needed to
grasp this fact Fu||y4 You may try with the points (%,%) and (%,%)

This result may be summarized by the concise formulal4!

Woh=hoo

These “coordinates” are called symbo/ic o/ynomics for the Baoker's map,
because instead of |ool<ing at the evolution of the system in phose space,
from now on we will look at the evolution of strings in word space. This
may seem useless ot first, but in this way we will proove important
properties of the system.

The first Jrhing we will do is to use the symbohc dynomics to find points
that spawn predetermined orbits. Consider this (weaker) problem: we
want fo find a point P = (x, y) in phase space that affer k iterations of ®
has x > % (or x < %) This is a very eadsy prob|em: since W acts as
traslation of the decimal point on string space, every string o that has
o, =1 (or 0) will have its k-th iteration with the letter 1 right before
the decimal point, so it will cer+c1in|y have x > % Now, if we want to
have y > 15+oo, then, for the same reasons, all strings with 0,, =0, = 1
will have their k-th iteration as wanted, because W*(o) = .1:1... The points
we are looking for are then simply P = h'(c). This reasoning can be
further extended to any finer partition of X in squares, in fact, if you find
a string o with a block of 2s predeJrermined letters in it starting from
position k - s, then aofter k iterations of W the string will have this block in
center position, divided by the decimal point, thus the point P = h7'(o)
will be in the cell that is described by that block of letters.

The last generohzoﬁon that can be made with the same reasoning is
that instead of considermg or1|y a fixed number of iterations k, we could
be intrested in points whose orbits "hop” in given squares of some partition

of X. This is now easy to construct: if the partition of X has squares with
1
3
2s letters that describe the wanted square, and let the ¥ map progress in

sides of |engf|’1 all we have to do is to take @ string that is in blocks of
steps of s. Every anti-image P = h (o) ot these fixed steps of s iterations
will clearly be where we wanted it to be, redlizing our intent. So if we
had fixed some points in phose space, then this point will have its orbit
poss as close as we want fo these points, just choosing a fine partition of
phase space and letting the orbit go in squares that contain the fixed
points. This tfells us a second meaning of the strings: Jr|'1ey describe the
hisfory of a given point.

There are two very important Jrhings to be noted: in the above
construction, if the point P = h (o) were o be taken with a small
error, then ofter a few iterations the orbit would diverge from the one
preo|e+er—mineo| by o exponenﬁo//y fast®l. Somewhat simi|or|y, if instead
of a point we take o few points condensed in a small square of our fine

Lainzine 4 — May 2017
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partition, then they will be scattered throughout the whole phase space, in
an uniform manner. These two considerations will motivate the definitions
of a dynomico| system and a chootic dynomico| system.

2.3 Metric compatibility and the dense orbit

What we want to ono|yze is the so-called metric structure of X and
Y. A metric structure is, very im(ormoHy, a way to mesure distances in a
space. A litle more Formo”y, a metric on a set Y is a function d : Y x
Y — [0,+00] satisfying some more or less obvious requisites:

dQ P)=0= Q=P
d(P, Q) = d(Q, P)
d(Q, R) <d(Q, P) + d(P,R)

They mean: two points are distant 0 if and on|y if H’]ey are the same
point, distance does not depend on which point you compute it, and the
third is called "’rricmg|e inequo|i’ry” and essenﬁo”y it means that the |eng’rh
of one side in a Jrri<:1r1g|e is less than the sum of the |eng’rh of the other
two. The last requisife is there to restrict the possib|e metrics to the
ones that are at least similar to the usual Euclidean metric defined by
Pythagoras' theorem (see below). The couple (Y, d) is called metric space.

In X there is an obvious metric: if P and Q are points, then we can
define the distance between P and Q this way

P = (XP, yp) Q = (-le yQ>

dy(P, Q) =[(ry - 3,07 + (v, - ¥,)°

which is just the Euclidean |eng+|f1 of the segment joining P and Q.
There also is a metric on X

0Oifo, =0,

define S(Gi,c'j) ! J

lifo,# o

then 8y(0,07) = Y 2-M3(0,, o7,)

keZ

Since the sum is infinite, the 2-M term is there to make it converge,
that is, to have it return a finite number for every two strings in word
space. |gnoring the subleties, it is easy to see that such metric is well
defined and is a real metric. Its meaning is that two strings are closest
when H’wey have the same symbo|s in the same positions (and so Jr|’1ey
are the same sfring)A The 24 term also guarantees that the strings
that differ only on terms with large k are still close.

Thinking about the meaning of the strings, you can see that this is
a good Jrhing.

Lainzine 4 — May 2017
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We are asking:

ifde>0
such that
dx(P/ Q) <€

then3 § > 0

such that
Oy, (h(P), h(Q)) <&

) ).
The answer is no!

Notes

111 Actually, as far as | know, they use a
different map, that in jargon is called
Horseshoe map, in which the cutting is
replaced by folding in half. Their
behaviour is quite similar though, and

they are both chaotic.

12 To be precise, what we are
considering is not a proper change of
coordinates, since we are not changing
the way we describe the phase space,
but we should think of it as a dynamical
conjugation, that is, we are looking for
an equivalent dynamical system, in a
certain sense. We will expand this point
of view further in the next article, when
we introduce the formal definition of a

dynamical system.

b



131 We should eliminate all the numbers
with an infinite sequence of ones at the
end, such that the change of
coordinates is bijective. This means that
if the expansion were decimal, we
would not distinguish between 1 and

0.9, which is a good thing.

1] This is what we called dynamical

conjugation earlier.
151 The exponential character comes
from the fact that every iteration

multiplies X by 2 and divides y by 2.

[6] after an infinite amount of time

So (X; dX) and (%, dE) are two metric paces: does the symbolic dynamic
h: X —= X
send close points in close sfrings? In mathematical ferms, we are osking:

if 3 e > 0 such that dy(P, Q) < &
then 3 8 > 0 such that d5.(A(P), h(Q)) < d

The answer is nol As a matter of fact, the key is that we have
eliminated from X all the strings that end (or begin) with an infinite
succession of 1s, and that lets us get as close as we want to a point that
has no image in 3. But all is not lost, because it is true if we substitute h
with 71, and that is the “direction” we are intrested in, since we want to
proove Jrhings in string space and then transpose them in phose space.

The last Jrhing we prove about the Baoker's map is that there exists a
point that spawns an orbit with a pecu|ior metric property:

FJPeXsuchthat VRe X3 Qe OP)
and 3 & > 0 that satisfies dy(Q, R) < €

That is, the orbit of P passes as close as we want to every point of X.
This is called o dense orbit. Another way of seeing this property is that if
we draw point aofter point of the orbit of P in X, we everﬁuo”y[‘ﬂ fill the
whole phase space without leaving any gaps.

As we have seen, the fruitful idea is to try to construct a string whose
image under A7! has the metric property we are |ool<ing for. To do this,
note that given a generic string, if we fruncate it left and rig|'1+ and we
oppend zeroes to i, we obtain another string that is close to the beginning
one, and we can decide how close such sfring is by deciding how many
letters we truncate from the initial string. Then we note that we can order
the set of such “finite” strings, for exomp|e in this way:

010001 1011000001010011 ..

Then we consider the string that is composed by an arbitrary semi-
string on the left and on the right all the set of finite strings written one
after the other, and the respective point in X:

.0 _,0_,0100011011000001010011 ..

g
P =n(s)

We assert that this poin’r's orbit is our dense orbit. Indeed, chose € > O
as small as you want, and let k € Z be such that 2% < &. For every Q e
X, let T = h(Q). The block T Tp
contains all finite blocks of letters. Suppuse it is in between positions 7-k

is cer+oin|y somewhere in o, since it
and t+k-1 for some t € Z. Then after exactly t iterations of the dynamical

map the block will be centered around the decimal point in the iterate of
0, and at that moment the iterate will be less than away from Q.

Lainzine 4 — May 2017
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WorLp L.S.D (in illustrations):

Tom Millicent
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IT_GLn\N MESSION ~ PROTECT THE CITY AT
ALL £05TS| THE MILITARY SERVED ONLY
TO DROP LOMECH UNITS WHERE THEY
WERE NEEDED, DUE TO CORRUPTION ON
A LARGE SCALE: THEY HAD BEEN
INFILTRATED BY JAH, WHO WOULD
STOP AT NOTHING. 5.0.0 WAS OVER
POWERED ~ U-5 HAD ACCESS TO ITS
MAIN-FUNCTION, THOUGH THES DIDN'T
ENSURE A MALEVOLENT FORCE
COULDN'T HACK IT FROM AN EXTERNAL
POSITION ~ AND THEY WERE DOTNG S0

"\ FREQUENTLYI X89 EXPERTENCED ONE

| SUCH OCCURENCE OF JAH_SECTOR'S
INTERFERENCE.

LOMECH SUPFORT DIVISION® JAH IS
RE-ROUTING 6.0.0'S ENERGY, ITS
INTERNAL DEFENSES ARE AT CRITICAL
LEVEL! ONE OF QUR UNITS I5
COMPROMISED AND UNDER THEIR
CONTROL - WE NEED LOMECH ON THE

AVIRAL SOURCE LOCATED BY 55 ATTEMPTED A SOMNECTION WITH 6050
REPEATEDLY UNTIL BEING BLOCKED BY THE WORLD POLICE FORCE ~ IT WAS

NOT

i

TRACED SUCCESSFLLLY.

sy o

L
LOMECH SUPPORT BIVISION® WORLD PCLICE FORCE IS IN THE AIR. THE

ANGEL CAT HAS ENTERED EARTH' S ATRSPACE, TROOPS WILL BE DROFPED INTD
AHOT DOME TEM LLICKS MORTH OF ¥OU - MAKE COMTACT ASAP THEY WILL

HEED YOUR SUFPORT,
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Compilerxr
Optimizations
By Niles

1 Compiler Optimizations

The genero| idea of optimization is to rep|oce code with more efficent
code that has the same end result.

The prob|em with this is that the ANSI C standard specifies that
the results of the new code have to match the origin0| code in an
“abstract machine.” In an abstract machine, undefined behavior can
never hoppened,

Undefined behavior in the C standard consists of a “shall” or “shall not”
from the standard being violated, ony’rhing listed in the standard as
"undefined behavior” or cmyfhing not listed in the standard at all.

The genero| prob|em is that sometimes programmers re|y on checking
for undefined behavior to make sure it has not happened. The compi|er
assumes that this undefined behavior can never hoppend and simp|y
"oerimizes" away the progrommer's code.

2 Algebraic Simplification

Some exomp|e C code migl’\f look like this

char *p’rr; // ptr to start of array
char *max; // ptr to end of array
size_t len;
// Other code
if (ptr + len > maox)

return EINVAL;

This makes sense assuming normal values of |en, however if len is
genercﬁed incorrecﬂy or supp|ied by the user, the value of ptr + len
may overflow, causing ptr + len to be smaller than max and
o||owing whoever controlls len to access orbifrory addresses in
memory beyond the end of the array.

The common resolution to this is to write someHﬁing like this:

if (ptr + len < ptr || ptr + len > max)
return EINVAL;

UrncorfunoJre|y, in this instance the compi|er can opp|y o|gebroic simp|i—
fication. When comparing P+ VI and P+ V2 where P is the same
pointer and V1 and V2 are the same infeger type, the compi|er optimizes
it down to @ comparison between V1 and V2. What this means for our
program s that our check, ptr + len <ptr could be rewritten as ptr + len
<ptr + O, and that can be o|gebroic|y simp|ifieo| fo len <O, which is
impossib|e because len is Lmsigned.

This means that to our compi|er, ptr + len <ptris dead code because it
will o|woys return false, and gcc 4.3 with -O2 will "opﬁmize” it away.
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The on|y way fo mitigate this is to chonge the check 1o somefhing like this

if (len > max - ptr)
return EINVAL;

3 Algebraic Simplification, cont.
Another exomp|e of o|gebroic simp|ificoﬁon clﬁonging the result of code
mig|’1’r look like the Fo||owing
inti = (x *1000) / 2000

A compi|er would usuo”y optimize this to i = x / 2, however if x *
1000 were going fo overflow, this does not do the same fhingA For
exomp|e, if x were set to 1073742, then the non—opﬁmized program would
set i fo -2147483, however the optimized code would return the
mathematically correct value of 2147484,

4 Integer Overflow
Consider the code

int () {

int i

int j = O;

for i=11i>0;i+=1i)
]
return j;

}

Even’ruo”y the |oop will end because i will overflow, however as the
compi|er says infeger overflow is undefined behavior and can therefore
never hoppen, gee 4.3.2 with -O2 ‘optimizes’ this code to an infinite |oopA

This type of check even exists in the GNU C Librory, where the
imp|imenfo+ion of mktime will o|woys return as if a time adjustment was
sucessful, even Jrhough the program has checks built in to refurn -1 if it
were to fail due to infeger overflow.

S Loop Hoisting

The compi|er is allowed to pu|| porﬁo| (or even sometiles full)
statements from inside a |oop fo outside the |oop. This is useful if you are,
for examp|e, oo|o|ing a comp|e>< numerical expression to a findl resuH’, but
the variables in the expression are not modified in the \oop In that case,
some+hing like

Lainzine 4 — May 2017

16



for (inti = 0; i < 10; i++) {
total += a*x"15 % i

}

may be opfimized into the much faster code

int temp = a*x"15;

for (inti =0;i < 10; i++) {
total += temp % i;

}

The unfortunate side effect of this is that it's not just pulling constant
expressions outside of |oops, it can also rearrange the order of statements
inside a |oop for op+imo| eﬁfcency For exomp|e, in the Fo||owing code

signed int sil = atoi(argv[1]);

signed int si2 = atoi(argv[2]);

signed int result = §;

size_t i;

puts('log message one\n");

for (i = 0; i < MAX; ++i) {
puts("log message two\n");
if (argc == 8) i++
result += i + sil % si2;
pu+s("|og message three\n");

}
prirﬁ'F("ResuH = %d\n", result);

In this case, the program should print "|og message one,” then "|og
message two.” then fail due to a ﬂooﬁng point exception. The opﬁmized
program, however, on|y prints the first message before foi|ing, |eao|ing to
some serious heod—scrofching debugging hell.

| 6 Clearning Sensitive Memory

By far the |orgesf optimization a compi|er can make is dead code
removal. For exomp|e, a malloc call that creates an area of memory that
is then never used can be removed from the program before it is
compi|ed without any resuHing chonges However, this is not o|wc1ys the
best option for security reasons. For exomp|e, if the user types a possword
into the program, it needs to be stored in memory. After the pcssword is
done being used, it should be overwritten with either null by+es or random
data so that when the memory is reallocated to another process later, the
second process cannot see the user's pcnssword An exomp|e is shown in
the Fo||owing code

void geJrPossword(void) {
char pwd[64];
if (GetPassword(pwd, sizeof(pwd))) {
/* check password */

}
memset(pwd, O, sizeof(pwd));
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However, if this memory is never used after the call fo memset, the
compi|er can just regard the memset instruction as dead code and elade it.
This is an obvious security flaw, but there are several ways fo mitigate it.
The first to be imp|imen+ec| was the Microsoft Visual C  function
ZeroMemory().

However, it sometimes gets opﬁmized out as well, so +hey added a
new function, SecureZeroMemory(), which the compi|er is not allowed to
optimize out.

Another solution is to surround the code with #pragma directives, like this

void getPassword(void) {

char pwd[64];

if (GeJrPossword(pwd, sizeof'(pwol))) {

/* check password */

}
#pragma optimize ("', off)

memset(pwd, O, sizeof(pwd));
#pragma opﬁmize("", on)

The pragma directive is supported on some versions of Microsoft
Visual Studio and may be supported on other compilers.
Another common home-baked solution is an abuse of the volatile

keyword, like this.

memset(pwd, O, sizeof(pwd));
*(volatile char*)pwd = *(volatile char*)pwd;

However, depending on the imp|imen+o+ion this sometimes zeroes the
whole buffer but sometimes zeroes on|y the first |oy+e, |eoving the
remainder intact.

The final solution is to write a secure memset function that uses the

volatile char trick across the whole buffer, someJrhing like this

void *secure_memset(void *v, int ¢, size_t n) {
volatile unsigned char *p = v;
while (n--)
pr+ =g
return v;

}

The prolo|em with this is that not all common compi|ers o|woys respect
the volatile quo|hcier4 On top of that, this prevents the code from being
opﬁmized ot all, as most compi|ers usuo1||y rep|o1ce memset with o few
ossemb|y instructions that are much more efficent.
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7 The Volatile Qualifier

Toke the exomp|e code

volatile int buﬁ(er_reody;

char buffer[BUF _SIZE];

void buffer_init() {

for (size_t i = O; i < BUF_SIZE; i++)
buffer[i] = O;
buffer_ready = 1;

}

In this case, it would seem that buﬁ(er,reody should be immune from
common optimization prob|ems. However, because the for |oop does not
access any volafile locations or modify any related variables, the compi|er
can move the buffer rec10|y = 1. line above the |oop, defeo’ring the
o|eve|oper's intent.

8 Optimizing for Embedded Systems

The following C code is a function that resets a watchdog timer in a
hypothetical embedded system

extern volatile int WATCHDOG,;
void reset_watchdog() {

WATCHDOG = WATCHDOG; /* load, then store */
}

Regord|ess of the optimization level, a com(orming compi|er must
convert this to code that loads and then stores the wo’rchdog register.
Recent versions of GCC for I1A-32 emit this ossemb|y code

reset_watchdog:
movl WATCHDOG, %eax
mov/ %eax, WATCHDOG

ret

However, the latest version of GCCs port fo the MSP430

microcontroller compi|es the code into the Fo||owing ossemb|y:

reset_ wo’rchdog:
ret

Thus the compi|er's opfimizations prevent the timer from being reset.
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.~ 9 Null-pointer Checks

gcc deletes nu||—|ooinfer checks beyond the first use of a pointer at
optimization level two or higher

void bad_code(void *a) {
int *b = Q;
int c = *b,’
static int d;

}

On the third line of code, we set ¢ = *b. gcc assumes that this would
trigger a hardware fault if b is zero, so therefor b cannot be zero.

This causes gcce to comp|e’r|ey eliminate the check if (b) later in the file,
sod =cis o|woys run.

This can be seen in linux kernel 2.6.30

struct sock *sk = tun->sk; // sk initialized to tun->sk// ..
if (Itun) return POLLERR;

This code will never return POLLERR because it is assumed that tun
cannot be zero. This could be locally exploted by mapping page zero with
mmop() then triggering the bug in the process's context, creating an
execution jump to attacker-controlled data.

This was fixed in kernel version 2623 by moving the definition of sk

down to below the if statement.

© 10 That's All, Folks

This has been a summary of Dangerous Optimizations and the Loss of
Causdlity, a lecture given in 2010 by Professor Robert C. Seacord at
Carnegie Mellon, CS 15-392.
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Electric Defense 2
By Victor

. Electric weapons 101

In a world ruled by electricity, taking advantage of its power can
determine the fate of an individual, either by using it to run computers and

sophisticated devices in order to gain advantage over your adversaries or
simp|y using ifs raw power in an offensive way. Nowodoys, when neor|y
every device and home opp|ic1nce has ifs own electric circuit, it doesn't take
much skill to turn inoffensive circuits info dongerous electric weapons.

Electric weapons haven't chonged much since Jrhe\/ were devised, the
main princip|e of operation behind all of them is fo create an electric
poJrenJrio| high enough so current can flow inside the body, overﬂowing
the nervous system with electric signo|s in an e><+reme|y poim(u| way,
|osing control over the muscles, causing them to contract and |eoving the
subject incapable of fighting back even after the discharge has ceased
due to the muscles needing some time to recover.

These electric weapons have many odvon+oges, since Jrhey usuo||y
aren't lethal, leave little to no evidence aoffer hoving been used and just
require a s|ighf contact with the subject in order to do their job, a good
tool to have to get out of a +|’1reo+ening situation without any further
consequences.

~ Understanding how they work

One of the most important equations in electronics is \/o|’roge equ0|s
current fimes resistance. Now, for our electric weapon we need a lot of
voltage, enough so electrons want to fly off the electrodes, enter the body
of our attacker and be sucked again info the circuit, if we increase the
voltage we'll decrease the output current, that means well need o
considerable amount of input current to start with, 9v alkaline batteries are
not the best choice, Ni-Mh batteries are better, but Jr|'1ey can’t come close
to lithium batteries in ferms of current o|e|ivery and energy densier, but we
would need at least three of them in series fo get a nice input vo|foge to
start with. For procﬁccﬂ reasons |l use o 9V Ni-Mh boﬁery, o|f|’10ug|’1
lithium boHery pocks are advised.

Now we need to find a way to turn those 9 volts into 10000 volts at
least, that will give us around 1Cm spark, enough fo jump Jrhrough clothes
directly into the body, although our final voltage will probably be around
15000 volts. One of the best and simplest ways to increase a voltage is
to use magnetism, this is, temporarily storing electric energy into magnetic
energy, only to be converted back again with a much higher potential,
but lower current. We will re|y on the basic laws of magnetism, which
state any chonge in magnetic field passing Jrhrough a |oop of wire will
create an electric po+enfio1|, this po+enﬁo| is direcHy related to the number
of turns in the |oop, the higl’\er this number is, the l’\igher the vo|+oge will
be.

To put these laws in practice well use a ﬂybock transformer. F|y|oocl<
transformers consist of two coils, a primary and a secondary, wound
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around a ferrite core. This ferrite core stores the magnetic field created by
the primary and when it collapses it gets transformed into a higher
voltage by the secondary. According to the magnetism laws mentioned
before, the ratio of turns of copper wire must be very high, around 1100
or l’ligher, in order to produce high vo|+oges. A 555 fimer will provide the
electric pu|ses needed to alternate the magnetic field.

To further o1mp|hfy the vo|+oge a Cockeroft-Walton mu|+i|o|ier is used ot
the output of the transformer, this simp|e circuit relies on capacifors, which
store electric chorges and allow AC current to pass, and diodes, which act
like check wvalves, on|y o||owing the chorges to travel forward, in
combination the po+en+io| is increased while the current diminishes at each
stage.

Getting started

After the concepts are clear we can start |oui|ding our electric weapon
or stun gun. We'l start by gathering all our electronic components, an
electronic “junk box" can l’]e|p in some cases.

" Parts needed

. Some broken CFL bulbs

. 555 timer chip

. 2920-470uF 25volt capacitor

+ 10uF 25 volt capacitor

« 1uF 25 volt capacitor

. 5.6nF capacitor (film or ceramic)

. Switch (flush preferred)

. Pushbutton

. Battery connector

. MOSFET of choice (IRF540)

. 10k Potentiometer

. 470R, 2x330R, 10R Resistors

+ 20x UF4007 or BAI59 diodes (or any fast recovery diode) you
can also use 10x 2-3 kV rated

. 10x TnF 3kV capacitors

. 9x Screws, nuts and locking washers

. Plastic box or case (non metallic)

" Tools needed

. So|o|ering iron

. Drill
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Construction

The ﬂybock driver board is assembled first, follow the circuit diogrom
to assemble it, to avoid vo|+oge spikes caused by the dischorges of the stun
gun make traces as short as possib\e, wire bridges if any should be flush
with the board and must be as short as possib|e, use copper clad boards
or prototype boards with appropriatfe trace width for high current sections.
Build the mu|’rip|ier on a different board. If you're unsure about how to
connect the mu|+ip|ier fo the transformer ot the driver board you can
connect a neon bulb to the output of the transformer and power the
driver, the electrode with a brighter glow around it will be the negative
and it will be connected to the negative of the mu|+ip|ier, the dimmer one
will be the positive.

To make the flyback transformer, a transformer from a fairly big CFL
PSU is desoldered, offer removing the protfective tfape, the ferrite core is
even|y heated up with a small torch until the g|ue ho|o|ing it foge’rher melfs,
the two "B’ parts of the core are extracted with the l’\e|p of some |o|iers.
Now the windings are exposed, snip the wire and begin pu||ing it out until
there's noHﬁing left but the p|os+ic to hold a new Winding, clean g|ue
residues with alcohol. Tightly wind around 20 turns of ~24 AWG
enameled wire fo create the primary, for the secondory | used a very thin
enomeled wire, around 35 AWG os calculated according to its resistance
per meter, wind as many turns as necessary fo fill the transformer, probably
around 1000 turns in this case. Solder the ends of each coil fo a lead af the
base of the transformer. To finish it dll, dip the transformer in hot wax,
waiting around half a minute so it can get between the windings. Some
kind of cyonoocrybfe g|ue could work foo, loough this isn't necessary it
gives me more confidence, as in many occasions | could smell ozone being
genercﬁed by the transformer, prob0b|y indicoﬁng a short.

W

?
1

—

Capacitors: 3kVU 4nF Il Diodes: Fast recovery 3kV

To make the mu|+ip|ier a perforcded board without poo|s can be used,
assemble the circuit keeping clearances in mino|, when so|o|ering and
trimming the leads avoid pointy ends, as electrons like to jump off them,
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this effect is known as corona discharge. Leave at least Smm between
the capacitor leads, using o padded perfboard is not advised as the
copper pods make it difficult to respect the clearances. In this case InF
capacitors rated 3 kilovolts have been used in conjunction with BA159
diodes, as it can be seen, 20 diodes have been used, this is because the
output vo|’roge of the transformer can get up to 2 kilovolts, instead of
ordering 9kv roted diodes, 2 diodes in series copob|e of Tkv reverse
voHoge each will work just fine.

Loying the circuit inside the case is also importfant, try fo mainfain a
distonce between the high voltage multiplier and low voltage
components. Holes for the switch and pushbutton are made in
convenient locations, they are placed and soldered to the circuit, use
plenty of shrink tube and electrical tape in case of doubt. Double sided
tape or hot glue can be used to hold the boards in place and packing
foam to separate them. To make the output contacts two holes are
made Jrhrough one extreme and two bolts are inserted with their nuts
and |od<ing washers, c|omping the exposed output wires in between,
some sheet metal from a fin can is used fo make the spork gap, which
in this case is 1.3Cm apart, experimenting with different com(iguroﬂons is
encouroged, as arcing s kind of unpredicjrol:>|e‘ As an opﬁono|
improvement, a capacitor can be connected between the output
terminals, this will create beefier sparks that will pack a bigger punch,
the capacitors should be rated for 15 to 20kV, this can make them
harder to find. Their capacitance value will vary depending on the space
left in each case, as these capacitors tend to be quite big.

The trigger will be a pushbutton that will connect the battery to the 555
and ﬂybdck fransformer, avoid using pin 4 of the 555 as the trigger, os the
vo|+oge spikes will offect the performonce of the circuit. As a measure of
scﬂ(e+y fo avoid occidenfo”y turning on the device, a switch is installed. Both
the switch and the pushbuﬁon should be rated for ot least 3 amps.

To adjust the stun gun open the case and hold it into the air, as
|eoving it on a desk or any other surface while performing this operation
would include parasitic  capacitances that  will offect the correct
adjustment, with the pushbutton constontly pressed adjust the
potentiometer with o screwdriver until the rate at which sparks occur is
higher. Adjust the spark gap to the widest possible and repeat the
operation until it can't be further opﬁmized.

Electric noise: a stun gun is probably one of the worst environments
for a circuit to work, l’\igh current and high voHCJge pu|ses produced |oy
the arc and the transformer induce vo|+oge spikes inside the circuit, a
coup|e of capacitors between power and ground to filter these spikes is
fundamental but this doesn't comp|e’re|y solves the issue, insu|o’ring the
555 driver using a faraday cage made with conductive paint or HVAC
foil tape could be a simp|e solution.

Other uses: The electric disturbances produced by this device can be
strong enough fo dlter the normal operation of other electronic devices or
even destroy them, operating the stun gun at a distance closer than 2cms
from a circuit board will probably crash or brick it, although at this point one
might just zap it if the intention is to destroy it, adding a coil to the output
of the stun gun with a small spark gap will amplify this effect, allowing you
fo mess with circuit boards locked behind a p|osﬂc casing, this won't work
with metal cases as Hﬁey will absorb the energy produced |oy the magnetic
field before it reaches the circuit.

Other ways of moking a stun gun: One of the most used stun gun
circuits uses a pu|se trigger transformer, these transformers are hard to
make and require iso|oﬂng the coils with resin and purging the air to
avoid shorts ot the secondoryA Both circuits are similar, the difference being
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the stun gun described here converts the voltage coming out of the first
transformer using a Cockcroft-Walton multiplier, which is far easier to
make from common components, while the standard one stores the
output in a capacitor fo dischorge it *hough this second fransformer,
further c1mp|h(ying it.

This same 555 driver circuit can be used without many modifications
with bigger transformers, for exomp|e, to make electric fences.

Troubleshooting

It just doesn't works:
Check the boHery is fresh, recheck connections, make sure the 555
timer works.

555 and MOSFET are working but there's no output.

Check the transformer is connected, check the output of the
transformer with a neon bulb, if it doesn't g|ows despife current F|owing
fhrough the primary it is shorted or there is a prob|em with it. Check the
transformer has been connected proper|y to the mu\ﬁpher, pay attention fo
the po|ori+y.

MOSFET/Transformer are overheating
Very low primary impedance, increase turns at the primary or
increase Frequency. Check gate of the MOSFET, there should be a

square wave fhere.

It was working but now the output has dropped a lot.

Check diodes on the mu|+ip|ier with an ohmmeter in the megoohms
range, any diode with low or different reverse values than a new one is
fried. Copocii’ors are not |il<e\y to fail, but ’rhey can be tested too. If
diodes Fry often, the output of the transformer is too high, decrease the
number of turns ot the secondory or increase the rating of the
o|ioc|es/pu+ another diode in series. If you smell ozone/buming near the
transformer it might be shorted. Test it in the dark to check for
unwanted arcing or corona o|isc|'10rge.

(12)

(11) (14) (13) (10)
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EM Spectrum
By JS

B Electro Magnetic Spectrum
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Hunter Eat Hunter @

By nullmuse

What story should | tell you, lainon?
A true one:

chattr +i /*

And then | begin my collection. | can imagine his face, see the g\inf of
cold sweat breaking out on his brow. He moves to stop me, to attempt
damage control.

1 I . .
rm: cannot remove 'svchostexe": operation not permﬁ’red
. ] . .
rm: cannot remove xiao: operation not permwﬁed
rm: cannot remove 'xynsyn': operation not permiﬁecl

On and on. M\/ scp command continues, pu”img their entire toolkit home
with me. | watch corefu“y, spamming processhsf checks in a separatfe
window. What is he c/oing? Where will his panic lead him next? Will he
disconnect me before | grab every RAT and exploit in their bag?

He doesn't. | get away with everything | fire off a recursive sed,
bestowing amnesia upon every log file that ever heard of my IP address,

and then kill -9 $$. My trace disoppeors, and | return home with my cargo.

[ run homeypofs for a hobby, Sometimes | hack back. This time around
a target from China was setting up one of my potfs as an exp|oi+ kit
server. | watched corefu”y, moniforing his actions c|ose|y. | offen assume
the persona of the Jrropcloor spider - sensing the vibrations of a cricket
mere inches above me. Monﬁroring/ waiting.

Upgroding my server. |ns+oHing nginix. Modh(ying PHP scripjrs.

Then he creafes a bOdeOOI’. A USQI’CIdd commond HOS%QS pCIS+ my

terminal. A password.
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A HﬁougH passes: Is this stranger sfup/'c/ enough fo reuse posswords?
| connect to a Ukrainian |’wop point, and then ssh to the intruder.

user: root

password: hu@ngll23

A pound sign greets me and | laugh. id. unome -a. ps -eaf. netstat
tunalp. Is -la.

A massive direc’rory structure rises to meet me. Dozens of tools scroll
past my screen -- RATS, exp\oﬁs, trojans, rootkits. Linux, Windows, Mac,
Mikrotik. Food for reversing. A veritable go\dmine for new Jrechniques and
odversory tactics.

id. Someone else is here.

| wonder what | would do in his situation, if he sow me? Delete
everyﬂwing. Disconnect the attacker. | cannot control the later, so |
recursively immortalize everything | see, and start grabbing. My adversary
panics, a wonderful emotion, and | get away.

So here | am, tearing fhrough Chinese malware with edb, vivisect, and
bokken. These guys are good. Lisfening Post obfuscaﬁon, on\y discoverable
%rough late mgh’rs staring ot ossemb\\/ One RAT silences itself the
moment Wireshark enters the process list. Rootkits modi{ying kmem. Flash
exploits. Unknown ones.

[ run honeypofs. | like to catch the bad quys. But | don't do it for the
good quys. | just like to stay current.
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IRC bot’l
By Gitgood

.~ Writing an IRC bot in Python (3.5)

May 6, 2016
Abstract

This article will hopefu”y intfroduce the reader to IRC, basic sockets
programming in Perhon and genero| IRC bot creation. IRC haos been an
incredib|y popu|or and prominent mode of communication in the
cyberpunk/progromming/fech literate communities from the eor|y 90,
and because of this many great communities have and continue to flourish
and mature on these networks. Because of the simp|is+ic nature of IRC, the
creation of “bots” that can provio|e useful functions in IRC channels is
surprisingly trivial and easy fo pick up. Also, | am aware the code
formoHing is less than perfed so if you just want to grob the code, here's

a link:_htp.//pastie.ora/108264929

What is IRC? Why would you need a bot?

What is IRC?
Deve|opeo| in late 1988, IRC stands for ‘Internet Re|oy Chat" and is a

mossive|y popu|or communication p|01'Form.

IRC lets users connect to a server and communicate with other
connected users (usua”y Jr|'1roug|'1 some IRC client) in real tfime, even
c|||owing the transfer of files. IRCP (Internet Re|oy Chat Protocol) is the
application layer protocol which helps facilitate the communication of these
IRC clients.

When connected to an IRC server, a user can issue various different
commands. A few exomp|es of these are:

Command What is does
/away MESSAGE  Leaves a message exp|oining Why you're away.
/he|p Disp|oys a list of all commands.

/join CHANNEL
/message USER
/nick NICKNAME

Joins #channel
Sends message fo USER
Sets user's nickname to NICKNAMEI¢]

Once connected to a server, a user still needs to join a channel before
quy can begin choHing. Channels can be described as chatrooms that
people can join and leave at will. So, for example, if a user wants to
connect to freenode's #pyﬂ\on channel Jrhey would first join ircfreenode.net
using their IRC client and ofter all the MOTD (Messoge of the o|oy) text
would type /join #pyﬂﬁon. From here the user is free to chat away tfo the
other users connected to #pyﬂqon. IRC goined massive popu|ori+y in the
90's in the progromming/hocking/+echno|ogy-|i+ero’re subcultures. ‘In the
autumn year 2000, EFnet has some 50,000 wusers and IRCnet
70,000.[5] As it stands today, the largest IRC networks currently are:
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http://pastie.org/10826422

IRChet - 38716 users.
QuakeNet - 34879 users.
EFnet - 22790 users.
Rizon - 21030 users[?]

Because of the massive popu|ori+y of IRC, if you have an inferest then
chances are there is a community for it.

Bots? Why?

IRC itself is foir|y simp|e and as a result doesn't come jom pocked with
features. Peop|e found that due to the simp|isﬁc nature of IRC, computer
programs could eosi|y be written to provide certain features that IRC lacks.
For example, a bot could be written to emulate a magic 8-ball. It would
listen on a channel for a command such as “18ball [QUESTION]’, and
once found would choose a random 8-ball p|’1rose and send it back fo the
chat. It would look someﬂwing like:

18ball will | die soon?
<8ballbot>  Without a doubt.

domn.

This, of course, is a very simp|e exomp|e but you get the gist. This is
the bot we are going to be writing.

Writing the IRC bot

Now that the basics of IRC is out of the way, we can now get to
implementing the bot.

Setting up the bot

As mentioned previous|\/, we're going to be writing this magic 8ball
bot in Py’rhon 3.5 so some P\/+hon experience is suggesi’ed FirsHy, we need
to import two modules. These are “socket’ and “random”. The socket
module will provide us with network communication, and the random
module will be used to select a random magjic 8ball phrose If you don't
know much about sockets, | suggest reading:

import socket
import random

After this we're going fo need the magic 8-ball phroses in a list. Then,
when the fime comes, we can choose a random phrose from the list.
Magic 8-balls typically have 20 standard phrases. 10 of these phrases are
positive (Yes), 5 of these are neutral (Ask again later) and the remaining
5 are negative (My sources say no). Here is the finished list:
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h [ IRC bots activity - MSRT 12 months trending
phrases = ma000

"It is certain.", #First ten phroses are "|oosiJriveII
"It is decideo”y so.",

"Without a doubt.",

"Yes, defini+e|y.",

N

o 00
/
i //‘\
/
0000 .l" ol

o, i

= m'"-{_\ R

"You may re|y on it", J e

"As | see it, yes.", PSS L LSS S

"Most |il<e|y4", MicrosoFT MALWARE PROTECTION CENTER
”OuHOOk good"', “No one could have anticipated all the ways
"Yes,”, that Internet Relay Chat (IRC) would eventually
”Signs poil’ﬂ' fo yesA“, be used when it was ’‘created’ in Finland
“Rep|y hozy, try ogoin.", #Five "neutral" phroses. during the late 1980s. People really started
“Ask OgOil’] |ofer.”, picking up on IRC in the early 1990s.”

"Better not fell you now.",

"Cannot predic’r now.",

"Concentrate and ask ogoin.",

"Don't count on it", #Five "negcﬁive” phroses.
”My rep|y is no"',

"My sources say no.",

"Outlook not so good"',

"Very doubtful"

]

Now that the phrases array has been made, we need to create some
variables to store the IRC server, channel and bot nickname.

server = "ircfreenode.net"
channel = "#8ballbottest"
nickname = ”mogicboﬁes’r"

The next fhing that needs to be done is the creatfion of the socket instance,
the connection to the IRC server and the sending of some initial information.

irc = socketsocket(socket. AF _INET, socket. SOCK_STREAM).

irc.connect((server, 6667))

irc.send(("USER " + nickname + " " + nickname +
:MogicboJr\r\n"),encode(encoding:"UTF—S”))

irc.send(("NICK " + nickname +"\r\n") encode(encoding="UTF-8"))

irc.send(("JOIN " + channel +"\\n").encode (encoding="UTF-8"))

o . 1
+ nlckngme +

The first line creates a socket instance with two parameters. The first
parameter is socket AFN_INET, and this refers to the IPv4 address fomi|y.
The second parameter s socket. SOCK\_STREAM, and this "Provides
sequenced, reliable, two-way, connection-based byte streams."(3]

The next line uses the socket to connect to the freenode server on port
6667. "The well known TCP port for IRC troffic is 666714

After connecting to the server there are three lines that are for sending

data to the server. The first line sends the USER command in the format:

USER username hoernome servername :reo|nome
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Top 6 IRC networks: number of users

Freenode O OuakeMet O IRCNet © EFnst O Rizon O DALnet
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L]
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it s urcer Archine oo, SeachIRG com NS0

IRC UsAGE
Peaking in 2005 with a total of

450,000 users across the top 6 IRC networks,

falling to approximately 300,000 by 2012.

Freenode being the only network enjoying a

sustained increase in user base.

around

"The username is the user part in your user@host hostmask that
appears on IRC, which shows where your connection comes from. The
realname is used to popu|cd’e the real name field that appears when
someone uses the WHOIS command on your nick."l!

Making the bot respond

Now that the bot has connected to the IRC server and joined the
channel, it now needs a way of getting information from the channel and
parsing that for use. Fortunately, this is very easy too.

while True:
#Recieve data from the socketl, and decode it.
recieved = irc.recv(2048).decode ("UTF-8")
print (recieved)
#print(bytes(recieved, "UTF-8"))
#If the server sends a PING.
if recieved.startswith("PING"):
#Respond with a PONG to prevent timing out.
irc.send (("PONG " + recieved.sp|i+()[]] +
"\\n").encode())
print("Ponged")

if "18ball" in recieved:

#Sp/ifs the recieved response in to a list with two
elements. [O] is what was before the 18ball, and [1] is what was after.

#1t then gets what was after "I8ball', and calls .sfrip()
on this string to remove any froi/ing Whifesporce characters

#such as "\r" and "\n"

question = recieved.split(":18ball")[1].strip()

#If there has been a statement after 18ball such as
"18ball am | going to die?"

if question ="

#Then send a o random phrase from the

phrases array to the channel.

irc.send(("PRIVMSG " + channel + " " +

rondom.choice(phroses) + " \r\n").encode())

Everyﬂ'\ing is in an infinite |oop as we o|wc1ys want to be recieving
data and parsing it. We recieve at most 2048 beres from the connection,
and then decode it to UTF-8. After decoding the recieved data we then
print it. Errors may occur here if the channel the IRC bot is joining has
Unicode characters in it. If so, just uncomment the next line instead. To
ensure that the client hasn't fimed out, the server will ocossiono”y "PING"
the client. When a message that starts with "PING" is found, then we send
back the appropriate "PONG" to let the server know we're still connected.
If "I8ball" is in the recieved data, then we can assume someone has tried
to summon the magic 8ball bot. We then get the fext after "18ball". If the
question s equo| to " then no question has been asked after "lI8ball" and
therefor no response should be given. If there is a message after "18ball",
then send a random choice from the phroses array fo the IRC channel.
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Complete code:

import socket
import random

phrases = [
"It is certain.", #First ten phroses are "posifive"
"It s o|ecio|eo||y s0.",
"Without a doubt.,
"Yes, definitely.",
"You may re|y on it."
"As | see it, yes.",
"Most |il<e|y.“,
"Outlook good.",
"Yes.",
"Signs point to yes.",
”Rep|y hozy, try ogoin,", #Five "neutral" phroses‘
" Ask again later”,
"Better not tell you now.",
"Cannot predid now.",
"Concentrate and ask ogoin"',
"Don't count on it.", #Five "negative" phrases.
"My rep|y is noA”,
"My sources say no.",
"Outlook not so good.",

"\/ery dOUb'I'FU'.”
]

server = "ircfreenode.net" #We're connecting to the freenode IRC server.
channel = "#8ballbottest" #A (probob/y) empty channel for testing the bot.
nickname = ”mogicboﬁes’r” #The nickname of the bot.

irc = socket.socket(socket. AF_INET, socket. SOCK_STREAM) #Create

a socket instance.

irc.connect((server, 6667))

irc.send(("USER " + nickname + " " + nickname +
:Mogicbo+\r\n").encode(encodingz"UTF—B"))
irc.send(("NICK " + nickname +"\r\n").encode(encoding="UTF-8"))
irc.send(("JOIN " + channel +"\\n").encode (encoding="UTF-8"))

+ nickname +

References
#nfinite /oop,
while True: [1] caf. What is the difference between the
#Recieve data from the socket, and decode it nick, user-name, and real name in irc, and
recieved = irc.recv(2048).decode ("UTF-8") what is the password?

http://stackoverflow.com/questions/31666247/
what-is-the-difference-between-the-nick-

username-and-real-name-in-irc-and-wha, 2016.

121 A, Gelhausen. Irc networks - top 100.
http://irc.netsplit.de/networks/top100.php,
2016.
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print(recieved)

#print(bytes(recieved, "UTF-8"))

#If the server sends a PING.

if recieved.startswith("PING"):
#Respono’ with a PONG to prevent timing out.
irc.send(("PONG "y recieved.sph’r()[]] + "\r\n").encode())

prinf("Ponged")

if "18ball" in recieved:
#Sp//'fs the recieved response in fo a list with two elements. [O]
is what was before the 18ball, and [1] is what was after.
#lt then gets what was after "I8ball’, and calls .strip() on this
string to remove any trailing whitespace characters
#such as "\r" and "\n"
question = recieved.split(":18ball")[1].strip ()
#If there has been a statement after 18ball such as "I8ball am |
going to die?"
if question = "
#Then send a a random p/ﬁrose from the phroses array fo the channel

ircsend(("PRIVMSG " + channel + " " +

random.choice(phrases) + " \r\n").encode())

How else can they be used?

I'm g|oc| you asked! One very malicious use for IRC bots is the
commonding of *botnets®. As you probob|y know,

botnets are a |orge network of infected "zombie" computers that can
be controlled (often mo|icious|y). For instance,

say you've a network of 10000 bots, and you command them fto
spam a webhost with requests then that could possib|y take

that server offline (depending on how |orge H']ey are).

How would you command this server? You could directly send the
command to each and every "zombie", but that doesn't seem very
efficient. W hat you *could® do however, is include some IRC bot code not
unlike the code we wrote previous|y so that when a computer is infected
the virus ou+omoﬁco||y connects to a certain server/channel. Once it has
connected, it can then listen for commands. An exomp|e mighf be:

<1337man> lddos ths://www.vo|ofi|e.io

Each one of these infected computers would see this command, and
then execute some function that would flood the link with requests.
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Japan Mainland
By Tom Millicent

B Japan

As a part of the replication process | was given access to this information.

| was getting so tired of having fo fill those boxes ~ there was no way
I'd meet this month's quota. I'd run info a bit of a situation with my
teacher, we had an assignment due that required us to submit a Working
rep|ico of a sys+em found in socieer; simp|e | know!

The prob|em arose when my projech had reached its final pl’]ose, |
was the Joponese version and should have had no trouble with putting
the pieces of my model bridge Jroge’rher - a functional suspension-
bridge - turned out more Jrricky than I'd expeded... the cars lined up on
either side waiting for the gate to open, o||owing water traffic to pass
and visa versa. The boats weren't confined to lanes and took a
s+oggereo| opprooch, whereas cars would line up behind one another
froi|ing beyond the model.

| shared my design with our feacher before completing a model
version. He had encouraged me to stick with my idea no matter how
difficult it may seem. I'd successf:u”y demonstrated that | listened inJrenHy in
class, engaging with the fopics that were set; this was no issue, that was
one box filled. Upon l’weoring that my mainland counterpart would be
joining us Jrhough, | begcm to behave sh’onge|y.

The supervisor at the school entrance mentioned my Jrc1||y to me -
you're a bit short this term, why don't you speok with your co-ordinator
before you leave +oo|oy? I'd hoppi|y done so ~ my friend waited for me
aofter class.

“What did he tell you? He asked.

‘He said that | wasn't filling enough boxes, that they're sending my
mainland version fo the school so | have to look after him.

"Oh, | have not met a mainland counterpart before!

We dll goﬂﬂered in the recreation room that evening. Some kids
were p|oying games, | was too exhausted from heoring that news so |
watched felevision. There wasn't much of interest on; advertisements for
retirement pockoges in serene locations in between tfeasers of the movie
that was showing this weekend. | everﬁua”y retired tfo my room as an
attempt at sfudy - | had a lot of work left on my model, the bridge
wasn't yet |owering; vehicles waited pofienHy in both directions, boats
bobbing gently on the waters surface had right of way while the gate
was opened. | only had to let the cars through and it would be o
funcﬁoning suspension rep|iC0A

The next morning | arrived for class a little early as | was going to
meet my self from the mainland. He was waiting ot the entrance ~
smi|ing as | walked in his direction.

"Good doy, I'm from the mainland!’
"/\//oming, we should fele} inside. Class beg[ns soon.”
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| had hardly o recollection of my home, it appeared so far away. The
school was wonderful = bright, wide hallways with lots of room for

students led to classrooms that filtered sunlight through great windows.

Today we were presenting our models so all the desks had been pushed
up against the walls with an island in the middle for whoever was
showing their work, dioramas and contraptions spreod about the room
reody to be broughf into the middle.

When it waos time for showing the suspension bridge, we both went
up. | let my self do the Jro|l<ir1g - he was better with Joponese and had
done most the work, so | couldn't do more than offer my presence. He
demonstrated how the bridge would allow cars to cross from one side to
the other: once the boats were reody to pass Jr|’1roug|’1 that section of the
river the gate would open, stopping all the troffic.

| looked toward the door and saw a clerk peering through a gop at
me. He had o somber expression as Jr|'1ough a smile was not possib|e;
though much deeper down he wanted to express this senfiment, his
scruﬁny would be undermined.

WoJrching the model again we were neor|y done, some boxes were
left unchecked - | could see my friend was getting nervous. He lowered

the gate o||owing the cars to drive from one side to the other once more.

The boats continued o|ong the waterway...
We met for lunch near the eatery, my friend was not happy with his
performonce.

‘| just don't understand what they want from me.
‘Don't worry, I'm sure you'// do o/righf”

Just as we were about to leave, a teacher could be seen from the
hall as if he was opprooching us. Another clerk pu||eo| him away
Hﬁrough the swinging doors, his outcry muffled as he disoppeored
down the hall.

The next o|c1y we left the dormiJrory JrogeH'\er. | had been experiencing
a continuous buzzing in my left ear while my friend seemed more
es+ronged than the day before. When we got fo the school | couldn't
he|p but feel | was being watched; my friend took my hand and led me
away from closs.

“We can't go in therel’
"W hat do you mean? We don't want to be late

"They're Wcﬂ‘ching, f/';ey know who you are and fhey will come for me.

You have to follow me.

He ran Q|ong the greoJr |'10||woy, pu||ing me behind him. | could hear
Foo’rs+e|os in the distance as we reached the entrance gate.

"Going somewhere? The supervisor asked.
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We ran past the gate fo a small opening in the bui|o|ing's exterior wall,
my friend begon crow|ing Jrhrough. | didn't look back fhougl’w could hear
the clerks c|osing in on us - | followed him Jrhrough a service shaft that
opened onto a roof:fop. He was scrombhng up @ |orge vent: | ran ofter
him, finding my way fo the fop where he sat, gazing mind|ess|y at the
view - vast vo||eys stretched into the distance, it was like he hadn't been
outside before.

| sat beside him. A television set was atftached to the surface of the
vent, pointed fowards me. An image surfaced from the static = a clerk
spoke fo me.

“You will remain where you are, don't move. We are coming fo

get you, it is not safe out there!l”

| kicked the monitor from the vent and it fell some distance before

crushing OI’]O'H’W@I’ c|erl< WhO \Wie opprooching.

"They are OIWCJyS WOfC/’)iﬂg US]” | screomed at my friend.

He noo|o|eo| omo| gave me a smi|e
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Practical LSA

Extraction and Use:
An In Depth Guide

By Insomnialost

Disclaimer

This article was written by for education purposes on|y, and | do not
e><|o|iciJr|y condone or endorse any part of this document.

Introduction

Hello, my name is Czech and | am a Chemierry Enthusiast with
many, many years of experience both in academia and in the psychedehc
world. | oo, love lain. Lysergic Acid Amide AKA. Ergine is an alkaloid

found in many p|om+s, the list of which can be found below:

Morning G|ory

Boby Hawaiian Woodrose Seeds
S|eepy Grass

O|o|iuqui

Other p|OI’1JFS | can not endorse due to po+en’rio\ for other compounds
being present. LSA has been used for hundreds of years and is said o have
first been discovered by Ancient  Aztec ogricu|+uro| scientists s+uc|ying
potential sustenance crops. The history is not so much what | cover here, as
you could infer from the title, | am a chemist not a historian. It has low
po+en+io| for physico| side effects (ot least in pure form).

Medical Disclaimer

Don't do this if you have had adverse mental reactions to LSD, THC,
PSB or any other mind o|+ering substance. Do not combine this with
substances other than but not limited to LSD, THC, PSB, DMT. As o|woys
consult with your doctor to be sure LSA is righf for you.

There are 2 problems you are liable to encounter from abuse of LSA;
High Blood Pressure and HPPD. High blood pressure is temporary and can
be solved with boby aspirin, HPPD is o beast of mental nature that will
never leave your eyes, nerves, and brain. It essenﬁo”y permonenHy alters
nerve pathways in a completely screwy way, adding permanent static
info your field of view. Use ot your own risk.

Peop|e suﬁcering with depression have been shown tfo be posi’rive|y

offected by microdoses of LSA over a |ong perioo| of time.
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Acquiring LSA Containing Matter

This is incredib|y easy to do and rather cneop. A quick goog|e search
will bring you to any number of boJrony, gordening, or srnorJr—snops. |
recommend higHy purcnosing Heoven|\/ Blue Morning G|ory seeds, from
an organic garden supp|y shop, Mail this to a P.O box, because from here
H’iings get ske’rcny.

Legality

Hoving seeds in your possession is a |ego| can of worms. Never EVER
have this linked to you. Being caught with seeds is not a crime in and of
itself, but the D.A could argue infent to extract which would land you @
schedule [l cnorge. Do not get cougnf, If you are cougn’r with the extract
fney could call ”precursor to LSD" and you'd catch a murder cnorge.

Experience

There's no way fo exp|oin LSA to someone who's inexperienced with
psychedelics. f's like being at the top of the earth, ideas just flow like
water, everything has this beautiful glow, if you do enough and close your
eves, fractal visions of ancient temples in outer space twist at speeds you
never dreamed possible. Everything is different on it.

For peop|e who have experience with LSD, it's much less visuo|, more
eupnoric but less 'power tool to the brain', and way, way easier to think
on.

Those with THC experience may find that it's a lot |ig|’1’rer on the
dome, so to speok, but vosHy more visual.

| do not recommend it as the first psycnedeiic that you do.

Process

| am going fo go through the process for extraction. This is a cookie
cutter Jren’i|o|c1fe that will work for any source of LSA, and any amount of
LSA. LSA is eerrerne|y sensitive fo |ign+ after grinding, do not expose to
UV radiation, and prefercrb|y do this in a Red Room. | will nereby refer fo

source matter as pre|so.

1. Grind pre|so in any electric coffee grinder. Do not grino| too fast, any
amount of heat will decoy some of the LSA. Use puises of grino|ing until it
is a fine power.

Ololitqui — Turbina corymbosa.
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2. Place very high purity (80% and above) grain alcohol into your
freezer. Set freezer temperature as low as possib|e. It will be ex+reme|y
cold. You may be +emp+ed to drink it when you find it is not frozen, if
you do this your esophagus may freeze and shatter and you will die. The
colder the better but conventional freezer temperature should work fine.

3. Place ground pre|so matter into a coffee filter, and let it sit in a g|oss
of the ex’rreme|y cold alcohol. Let it soak for several hours in the cold. You
may now remove and trash the pre|so matter within the filter.

4. Pour the solvent into a Pyrex Rectangular Storage Box. Evaporate in
a ventilated but cool area. You may do this under a stove hood with dry
ice sitting underneath the box to keep the LSA stable.

5. 5cro|oe and Enjoy! You may mix with cold water and drink, mix
with everclear and o|ri|o onto sugar cubes, or sub|inguo||y consume  the

residuo| LSA T|’1€ produd |eFf over Sl’]OU'd be 80-99% pure depending on

source matter.

Written, experienced, and distributed by 'czech'

Pre LSA

Post LSA
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Private |
By Tom Millicent =

| was receiving calls from a privofe number - | had answered months
ago, the sound of a machine (perhops a compu+er) could be heard:
whirring and clicks - but there was no response.

A dream spirit took my soul hostage - it gave me three options: you
leave now, | will destroy you; stay: | will devour your soul; give me your,

soul | will contact you.

| woke as my phone was ringing - it was a private number, | couldn't
wake up fast enough - again there was no message...

These Images scattered across this spread.

Each is a part of the storry...

...These are SSTV test transmissions.

Some with and some without autoSlant...
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...These are send and recived using a

Laser setup created to transmit audio...

h.j,rn‘}_ AT
L TN

1 5o _.J_&"_ ‘,"-: 5";:'

...The intensity of a laserdiode gets

) 4 = - - o e
amplitude modulated by the output of a PC oy i I‘( 1 - | R _J
_— ] & ey W F

soundcard...

...The beam hits a Photodiode on the next

building connected to an other PC reciving

and decoding the signal...
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Recommended Reading

By FORMAT

“The Art of UNIX Progromming” by Eric Roymond is availoble here:

“The UNIX-HATERS Handbook” by various writers is available here:
Also see this:

This recommendation is different from the others, as it recommends
two works this fime. The former, TAOUP, isn't being recommended for its
merit, but, instead, as a work fo be g|cmceo| over and reviewed while
reoding the latter, TUHH, which is the main subjed this iteration.

The UNIX-HATERS moi|ing list is such o USENET list for rants
concerning UNIX and its various deficiencies. TUHH can |orge|y be
considered a commentary on UNIX interspersed with many such rants. It
is well-written, flows nice|y, and can be read in a matter of hours,
especio”y if the reader has 0|reoo|y used UNIX.

This work is often dismissed as old and thus invalid, but perhaps the
strongest point is how many of the complaints are still valid today. Arcane
synfax and rituals, preven+ob|e failures, lack of fundamental features, an
umforgiving nature, and the emulation of hardware from the 1960s (and
morel) is still very much alive in the UNIX tradition as seen Jrodqy. Much
of this is contrasted with other systems of the time that avoided most or
all of these issues.

The fourteen chop+ers detail:

+ the birth of UNIX

* how it treats its newest users

« the documentation issues, when documentation exists

« mail frustrations

+ the Yjoys” of using USENET

+ the terminal and all of its quirks on top of quirks

X-Windows or ‘This is not the ultimate window system, but |
believe it is a gooo| starting point for experimenJroJrion." Ul

+ the "tools” UNIX provides for programming

* programming in the UNIX environment

e Co+

* system administration as system bobysiHing

+ a lack of security

« the unstable filesystems

- NFS

Looking at this list, some annoyances have |orge|y disoppeored, some
have on|y been exacerbated, and others have been abstracted under other
programs that usuo”y work, but not 0|Woys. A greatf deal of the fun is
finding exocﬂy what these are. To its credit, the GNU project has
eliminated many imp|emen+o+ion frustrations in UNIX life, but what wasn't
caused by imp|emen+o+ion was caused by design, which GNU has been
less hostile towards.
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http://catb.org/~esr/writings/taoup/
http://web.mit.edu/~simsong/www/ugh.pdf
http://www.art.net/~hopkins/Don/unix-haters/login.html

The
UNIX-
HATERS
Handbook

“implicit” in the “UNIX tradition” and many
things considered bad are said to have been

part of the reason other systems have failed.

BB {Issuing man fcntl on a GNU/Linux system
should display roughly this man page, prob-
ably.}:

TAOUP is recommended reading as an example of the "UNIX
weenie" archetype. The entire work should be read with o heavy
skepticism, as disadvantages and ills of UNIX are understated, ignored, or
played as positives while the advantages are grossly exaggerated. At
times, there are lies concerning the origin of concepts, such as "Open
Source Software” or the concept of the pipe. [2]

The two works share topics in parts and the difference in perspective is
inferesting, fo say the least. | recommend reoding all of what the two
works have to say about sendmail. For good reason, TAOUP largely
sides+eps discussing oduo”y programming in UNIX.

The twentieth chap’rer of TAOUP does exp\oin some issues with UNIX
design, but often handwaves them away.

With regords to a UNIX file being an ordered collection of by+es:

‘On the other hand, supporting file attributes raises awkward questions
about which file operations should preserve them. It's clear that a copy of
a named file to another name should copy the source file's attributes as
well as its dato - but suppose we cat(l) the file, redirecting the output of
cat(1) to a new name?’

\/omiﬁng a file is a very interesting operation, which usuo”y requires
reset be used fo fix the terminal or stty sane when reset fails, which
occurs  often enougl’w to require lmowing this. The tradeoffs between
supporting file metadata and how this offects vomiting files is an ongoing
discussion to this very doy4

If you find yourseh( skepﬂco| of my recommendation, observe this [3]

FCNTL(2) Linux Programmer's Manual FCNTL(2)

By default, both  traditional (process—ossocio+eo|) and open file
descripﬁon record locks are odvisory. Ad\/isory locks are not
enforced and are useful on|\/ between cooperating processes.

Both lock types can also be mondo+ory. Mondo’rory locks are
enforced for dll processes. If o process tries to perform an incom?

BUGS

Mondo+ory |ocl<ing

The Linux implementation of mandatory locking is subject to race
conditions which render it unrelicble: a write(2) call that over|c1|os
with a  lock may modh(y dafa  ofter the mondc&ory lock s
acquired; o read(2) call that overlaps with a lock may defect
changes to data that were mode only offer o write lock was
acquired.  Similar  races exist between mandatory locks and
mmop(Q). It is therefore inadvisable fo re|y on mondo’rory |ocl<ing.}
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oy mpncer 0

What is Infinity?

That's a redlly hard question to answer.

If you ask people on the street, theyll probably tell you it's a number.
Many people use it that way; o lot of us remember felling our siblings
‘Oh yeah? Well | have infinity plus onel” Luckily, our ape-brains tell us,
youll never need to comprehend infinity; it's so vost that you'll never see
all of it, no matter what you do.

Let's assume inﬁnify is a number. Let's assume it is the biggeswL
number, such that all numbers are less than inf:ini’ry, except imcinier itself.
We can express that mcﬁhemoﬁco”y pretty eosi|y (R here refers to the redl
numbers, which is bosico”y the same as ‘all numbers'):

statement 1. if n € R, then n < o0

Let's say another obvious thing: when you add two numbers together,
you get another number. This can be proved pretty easily by induction.

statement 2. if ab € R, then (a + b) e R

And |os+|y, a b|ino|ing flash of the obvious. When you add a positive
number to someﬂﬁing it gets bigger.

Statement 3: if abeRand b > O thena + b > a

If you poid a lot of attention in math class, this part will be obvious.
Now we'll say: if dll of those are true, then what's oo + 1?7 We know it
has fo be real because of statement 2, so we know it has to be less than
or equal to infinity because of statement 1. But, we also know it has to be
greater than 00 because of statement 3. Thus, we've found «a
contradiction. Infinity cannot be a number, at least not in any number
system that follows the rules of the real numbers.

So what is imfini’ry if it's not a number? To answer that, you have to
start Jrcn”dng about sets.

Sets

Sets are prefty easy to understand, in their basic form. They're just
groups of numbers. {1, 2, 3} is a set. And, as you can see, it as three
members: 1, 2, and 3. Easy.

They get a litte harder when you start ‘|'0”<ng about infinite sets. Let's
talk about the set of natural numbers, N. A natural number is one of two
fhings: 1, or the sum of 1 and another natural number. It's clear that no
matter how many natural numbers you have, you can o|woys make
another one by oo|o|ing 1. So, we say that the set of natural numbers N is
infinite - that is, there is an infinite amount of Jrhings in the set. We call
the amount of +hings in a set its coro|in0|i+y, and if's important to note that
the corc/ino/h‘y of a set doesn't need to be a number, on|y the set's
elements themselves need to be.
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By definition, the set of natural numbers has a coro|ir10|i+y of A|eph—nu||,
which we use as a baseline. However, there are bigger infinities than
Aleph-null, which blows our entire concept of a single oo right out of the
water. How can one inFinier(or infinite cordino|i+y, more occuro+e|y) be
‘bigger' than another?

The way we compare infinite cardinalities is by looking for something
called an injection. An injection (or injective function) is some sort of way
of mapping every member of one set onto exocﬂy one member of another
set. If you can find an injection from an infinite set to the set of natural
numbers, then we say it is countable (don't read into that word, it is just a
convention). A bijection is a specic1| kind of injection that is an exact one-to-
one correspondonce between two sets. If you can find a bijection between a
set and the naturol numbers, then we say that that set also has a
cordino|i+y of A|eph—nu\|A It is very |il<e|y (but not known) that A|eph—nu\| is
the smallest possib|e infinite cardinal.

A surprising|y |orge amount of known sets have cordinohfy A|eph—nu||,
and many of them have very tricky bijections (such as the proof thot the
rationals are countable). However, one infinite set that does not have a
cordino|i+y of A|eph—nu|| is the set of all real numbers R, which we saw
when proving that imcinier is not a number.

The Diogono| Argu ment

R (or "the confinuum”) includes every number that does not have an
imaginary component. It includes every number that can be defined, and
many more that cannot. The proof that R has cardino|i+y greater than
Aleph-null is very simple. Suppose you took an infinite set of real numbers,
and moppecl them to the natural numbers, like so:

1.002029189877857.. — 1
2.928984884893999... — 2
99349.02939191911... — 3

The actual numbers don't matter, but ’rhey have to be non-terminating.
However, now that you have your infinite list, you can construct a new
non-terminating number by Jr<:|l<ing the n'th digi’r from the n'th element in
the list, and mokmg the n'th o|igi+ of the new number different. Thus, the
new number will always have at least one different digit to every number
already in the list, and it cannot be in the list. Since the list was already
mapped perfectly to the natural numbers, the set of oll real numbers
(which includes the new number) must be |orger than the set of all natural
numbers, and thus must have a cordino|i+y greoﬂﬁer than A|eph—nu\|. So,
some infinities are greater than others, and there are an infinite amount that
are greater still.

So, did we reo”y figure out what imcinﬁ\/ is? Well, no, not reo”y, but we
found out it's even more confusing than we H’]oughf | guess sometimes
that's the on|y victory you can claim.
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Sidestepping
Wifi Trials
By Vixn

Introduction

You're at the airport and need some Wi-Fi. Luckily for you the airport
provides you with some, but only for an X amount of time. When that
time runs out, you're off the net.

You're scanning for local Wi-Fi networks in your neighborhood and
you Hoppen to live in a city where @ company such as COmc4st has
Hoppi\y commandeered your favorite neighbor's router to provide a
hojrspojr that you can use for a not-so-small fee. |_ud<i|\/ for you, after
poking around, you notice that +hey offer a one-hour free trial for their
services. After that hour, Jrhey kick you off.

Here's a simp|e guide to sideerep that time limit. In essence this
tutorial can be given in one sentence, but I've opfed to write it in such a
way that | hope is informative and encourages a certain kind of critical
fhmking so that a newcomer mithr progress and come up with tricks like
this independemﬂy.*

The Trick

When you fry reconnecting fo a hojrspof like the ones mentioned
above, the router of the hofspof provider rigH‘Fu”y identifies that your
computer has o|reody taken odvorﬁoge of their free trial. The first
question that we mighjr ask is how such a |'10Jrspo+ can iden’ri{y your
machine as the same one—even doffer a reboot, etc. The answer
(genero”y) is that your machine has Jrhing called a MAC (Media Access
Control) address. This has nothing to do with Apple. Basically, a MAC
address is associated with your network card and allows o router to
identify you. It normally stays the same and consists of six groups of two
hexadecimal digiJrs usuo”y sepordJred |oy colons (e.g., aa:bb:cc:dd-eeff).
This address can be chonged (read: spoofed) pretfty eosi|y depending on
your sysfem. W hen you spoof it, you Jrem|oor<:1ri|y give your machine a
new address Jrhere|0\/ Jre||ing the ho+spo+ that your compufer is someone
else. And reo||\/, that's all there is to if. Spoof your MAC address.

How to do it exocHy depends on your operatfing system, and tutorials
are easy fo come b\/A One Jrhmg fo note is that not all MAC addresses
work if randomized impropedy so dont be discourdged if your first
attempt fails. The reason it doesnt work is |il<e|y because the second digﬁ
of the first grouping of your spoofed address (the second ‘o’ in the series
above) must contain om|y a0, 2 4 6ora,ce.

* | in no way to claim to be 1337. And | understand that many of you likely know this little trick,
but | thought I'd share anyway. This is info that | wish | knew earlier as it has saved me quite a

bit of cash over the years.
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Further Tricks

The next steps you might consider are writing some scripts. One idea
you mig|’1+ want fo fry out is hoving your system randomize your MAC
so that the second o|igi+ in the first grouping takes the digif limitation into
account. Or you can randomize everything else, setting that second digit
permonenﬂy to one of the digiJrs mentioned above— but if you take
odvarﬁoge of hofspo’rs doi\y it mighf leave @ ca”ing card you mighf not
want. Another idea would be to write @ script that turns off your
network card, spoofs your MAC, and reconnects your machine for you.
This is a good idea because this process needs to be done anyway each
time you spoof your MAC and need to reconnect to the hojrspof You
may even want fo add more on to the script fo aid this process. For
instance, you mithr want it to auto-fill and randomize user info should
that migH be reques+ed durmg a free trial sign up.

The downside to all this is hoving to reconnect each time the trial timer
runs out, but it's better than paying. Writing some code speeds things up.

Uses and Abuses

Obvious|y this trick can be taken odvon’roge of in various ways.
Before going on let me just remind you that your data is F|ying Jrhrough
the open air to some random person's |'10Jrspo+ and you should tfake
some steps to profect yourse\F (eg, qui\izmg a live OS, TOR, o VPN,
HTTPS, etc).

Without going info too much detail these hotspots can be used
creatively to your advantage in some of the following ways:

Save money by not paying for Internet (if you live in an
COmc4st xflnltywlifl infested city, for example).

Save time by not running software to steal a Wi-Fi possword.
Further anonymity |oy hoving no active Internet services in
your name.

Further privacy by ovoiding high—densﬁy pub|ic spaces and
cameras (rather than u+i|izing, say, d coffee shop for certain
activities, find o quiet area with @ hofspof) (note: High traffic
areas might also be used to your advantage).

Fost and easy access to practically an unlimited source of
regions in your city for your Internet doings.

Hope this He|ps some of you and fills you with warm digi’rized feehngs
of being a cyberpunk If you ever want fo folk you can find me on
#lainchan or Tox:

(4C373BB3FCB672F24EOE 58B9F8 A40C7E A6630FO166F 37 A56D9
5AID133FB44C3C8D48304E A4AD)
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Trip Report &

By Anonymous

Substance: 4-aco-dmt
Dosage: 20mg (approx)

Route of administration: Oral

This trip report is a descripﬁon of my first experience with 4-Acetoxy-
DMT. This was my first experience with psychedehcs in genero|. A
coup|e months before the events described here | had becomes very
interested in psychedehcs, | had almost no experience with drugs of any
sort other than alcohol and opiafes, so psychedehcs struck me as bemg
very exofic and interesting. After visiting several forums as well as
Erowid, | learned about research chemicals. | was told that 4-aco-dmt
was an enjoyob|e substance; so | went ahead and purchosed a small
amount. After this | confinued reodmg advice/experiences on the infernet
and started to make some preparations.

| collected music thot | liked and arranged it into a playlist that |
could listen to during the comeup and the trip itself. | also went around
co||ec+ing some trippy images that | Jrhouthr | mithr enjoy |ool<ing at
and some videos that | Jrhouthr would be cool (Spedﬁcquy the TV
show "Off the Air") To be honest, | was very nervous about my first
trip. | decided that | would go for a walk o|ong the beach near my
house during the trip. | didnt have anyone who could trip sit for me,
and | wasn't en+ire|y sure exocHy how lucid | would be while | was
tripping. Stll, I was set on doing it anyway. In refrospect this wasn't
exocHy brilliant. Wo”<ing around in pub|ic while tripping is fun, but very
risky. Live and learn | suppose.

Now for the trip itself.

It was a Fridoy night and the weather was very p|eoson+ (I had
settled on nigh’r time because | was worried about going outside during
the o|c1y while Jrripping,) | sat down at my computer desk and took out
the 100mg baggie | had acquired. At the time | did not have a scale
copob|e of measuring mi”igroms, so | did my best to divide the powder
into five even lines for a 20mg dosoge (This was another rookie mistake. |
would not suggest eyebo”ing dosoges) | scroped the drug into a small and
thin slice of cheese, balled it up, and then swallowed it whole as if it were
a piHA I was e><+reme|y nervous, my hands were shoking and my heart
was racing. | turned on the playlist | had arranged and sat back breathing
deep|y to calm mysehf down.

My stomach was empty, so | started to reo“y feel effects affer about
twenty minutes. | was hit |oy a wave of euphorio and begon |oughing for
no por’ricu|or reason. All the anxiety | had previous|y felt was gone, and |
just felt wonderful. | looked around my room and saw that the white door
to my closet was now tinted @ greenish color (the same color as the
blanket on my bed), which | found very {urmy. After some time | begon
to notice s|igh+ tracers from my hands moving, and decided it was time to
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go out. \ got up, went fo the door, and opened it, which made me feel
somewhat prouo| of myseh( for proper|y operating a doorknob. | walked
down the stairs and s+oppeo| fo pat my dog, all of which made me feel
very gooo| obout everyﬂwing in genero|A I was Fee|ing very hoppy and
content, like all was rithr with the world.

| opened the front door and immediately noticed that everything was
very bright despi+e the fact that it was around 9:30pm. Street |igh+s
seemed much brigh’rer than normal, and the g|ow of the |ig|’ﬁs over the
city were also very brighf The sky was beautiful. | went to the beach and
stood on the sand morve|ing at the ocean and the sky4 It seemed like
every time | looked back at the sky the clouds and the g|ow from the city
|igh’rs had chonged color. The stars in the sky seemed to be moving
around and | was amazed at how,“brge the sky as a whole was. | was
laughing uncontrollably, and | was aware that there was a young couple
sitting on the beach wall about 30 yards away. | didn't redlly care ot the
time, even Jr|'1ough | felt like Jrhey were Wcﬁching me (Jr|'1ey probob|y
were). | heard the gir| |ough, which made me |ough even harder. At the
time | believed she was |oughing for a very \ong time, and the sound was
very loud, as if she was s+ono|ing rigH next fo me. The sound seemed to
echo inside of my head for some time. | estimate that | s+oyed where |
was for about 45 minutes. My perception of time was prefty Worped, and
it felt like a much shorter perioo| of time.

| sudden|y decided that | wanted to run. There's a spot on the beach
where the beach and the street diverge so street level is much higl’]er up,
so the beach wall is about ten feet fall.

| would say that | was probably about 150 yards away from there
at the time. | started running as fast as | could towards that area, and |
felt amazing. | felt like | was moving at an incredib|y hig|’1 speed The
beach seemed to strefch on forever in front of me, and | started to
wonder how long it was going to take me to reach the end. Suddenly |
looked to my left and saw a man wo”dng o|ong the street by the
concrete beach wall. This startled me for some reason, and | realized
that | was acting very s’rrcmge|y. | slowed down and tried to pre’rend
that | was just jogging or someﬂwing‘ At this point | was rig|’1+ at the
area | had been trying fo reach, so | went to the base of the high wall.
While | was wo”<ing over to some of the |orge rocks at the base of the
wall, | spoHed a piece of driftwood. | said out loud “ls that a cat?” and
went over fo investigate if. | had previous|y been Jrhinking about animals
(specifically my dog) and | had wanted to touch a cat as well. | wos
inferested in tactile sensations in generoL Despite sprinting 150~ yorcls |
didn't reo”y feel worn out, but | was breoﬂ’]ing heovi|y, which s
inferesting fo note because | don't exercise frequently.

| went over to some |orge rocks that are righf up against the base of
the wall and begon foucl’]ing the concrete to see what it felt like. | reo||y
enjoyed the rough Feehng of it, so | spent several minutes just running my
hands o|ong the wall. Even’ruo”y \ s’ropped and decided to sit down. | sat
there staring at the ground for a while and Jrouching the rock | was sitting
on. For some reason | got @ s|ig|’1Hy poronoid sense that someone was
wo+ching me, so | keer twisting around to look ot the fop of the wall to
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see if someone was looking down at me from the street. | sat there for o
while admiring the ocean and sky some more. | tried to close my eyes to
rest for a bit, but my memory of the scenery around me was so vivid that
it was almost like | was still seeing everyfhing even with my eyes shut. |
reached up to touch my face and verhcy that my eyes were reo”y closed,
and Jrhey were.

| sat on the rocks Jrhinking about my life and the peop|e | knew for some
time (I was also Jrc1”<ing to myseh( the whole time, but that's not unusual for
me). | reflected on my person0| re|o+ionships, and felt that | knew a lot of
very good people, and that maybe | didn't appreciate them os much os |
should. My thoughts moved to a coworker who had recently quit. Despite
the fact that | didn't know him very well, thinking about this made me very
upset. | almost cried when | redlized | would probably never see them
again. My thoughts took a more depressing turn from there, and | redlized |
needed to steer mysehf away from that sort of Jrhing,

After steering my mind away, | started to think about the peop|e
online who had given me advice. | started ’rhinking about how | needed to
thank them for ever\/’rhing Jrhey told me. | got up and started wo|king to
an area where the wall gets a bit lower again, and looked over it while
sfonding on my foes. | believe | saw a black and white cat s+cmo|ing on the
wall, but now that | think about it | wonder if if's possib|e thot | mer|ey
imogined it. | was very excited to see it, because | wanted to touch it and
say hello. | tried co||ing out fo it, but it just s+0yeo| where it was and
looked at me. | then oHemered fo climb over a lower (5f7) part of the
wall, which should have been a pretty easy fask. My coordination seemed
to go out of the window though, becouse | ended up just sort of bumping
into the wall instead of hoisﬁng myseh( onto it. The cat then begcm to walk
away, and | decided to go arou nd the high area and back onfo the street.
DespiJre this, | suo|o|en|y noticed a clam shell on the ground and picked it
up. | stood there examining it for a moment before | remembered what |
had been doing.

By the time | got to where | had seen the cat, it was |ong gone (if it
was ever oduo”y there in the first p|oce). | s+oyeo| sfonding on the sidewalk
|eoning against the wall, and | begon to admire some trees on the other side
on the street in someone’s yard. Their beauty was breathtaking, and while |
Was s+0r10|ing there staring ot the trees Hwey seemed to fill my entire vision,
almost s if my eyes were a camera zooming in on them. | was seeing an
illusion of faces in the leaves of the trees, and | remembered seeing a
painting showing someﬂﬂing similar. | wos amazed by this and keer
repeating to myse|{ "If's just like the pomﬁng!"

While | was ercmding there | noticed that someone was opproocl’ming
me on the left. | believe it was a man wearing a hooded sweatshirt, but
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when | looked up, he sudden|y turned around and begon wo”dng in the

opposite direction very quickly. | had the sudden urge to go talk to him
and at the same time | wondered "Where is he going?” and | was
concerned that | had somehow scared him. At this point | realized that |
had been eronc]ing on the sidewalk for quite some time with my mouth
honging open (I had oduo”y drooled on mysehf a bit) | then started to
: get porcmoid about being arrested and decided | should walk home.

% When the idea of being arrested/confronted by the po|ice crossed my

1 mind, | started to get very ormoyed at the notion of someone trying to
arrest me for harmless fun. | quickly put this out of my mind because it
was bo+hering me.

| started wo”dng o|ong the sidewalk to head home. | was moking a
conscious effort to act normal, because | felt like peop|e were Wofching
me. Still, while | was walking | notficed tracers out of the corner of my
vision from my hands swinging at my sides. | begcm waving my hands
around in front of my face to get a better look ot them while Wo|king, |
realized that looked very odd, so | sfopped. | continued fo touch bushes,
other |o|cm+s, and grass on my way back Jrhough, just to see how Jrhey felt.
Every’rhing (especia”y p|on1’s and gross) had  this wonderful color
enhancement. Colors seemed superso’ruro+eo| and had a sort of Fuzzy
colorful g|ow to them. This g|ow was not necessori|y the same color as the
fhing | was \ooking at.

Right os | was arriving home, | saw my neighbor stepping out of
his car. This freaked me out, because | didn't want him to know that |
was on drugs. | started thinking fo myself about what to say and how
to act. This was pretty successful as far as | can fell, because | passed
him and he said "Oh hey, what're you up to?” and | just said that |
was out for a walk and told him to have a nice mghf He said bye,
and then keer Wo”dng. | felt very proud of mysehc for not ponicking
and immedio+e|y went inside.

After this, | went back to my room and looked at some more pictures,
listened fo music, and watched some of the shows/videos | had prepored
earlier. All of which were very interesting and enjoyob|e‘ In total | would
say the real trip only lasted about 3-3.5 hours, but | wos still feeling a mild
heodspoce for some fime after that. t's hard to describe, but it was a sort
of |igh+|'1eodec| and ”Funny" feehng in my skull.

Overall, the trip wos amazing. Although | did feel paranocid or upset
at fimes | would not say that these portions of the trip subtracted from the
overall experience in any signhcicchr way.

| felt great for the next coup|e of weeks. | had p|en+y of energy and |
was in a very good mood. | often found mysehc |oughing at the obsurdify
of being, or just odmiring the clouds in the sky.

Lainzine 4 — May 2017 58



59

Upgrading Physical
Security Without
Spending a Cent

By Nils lwakura

Physical Security

You may have good security on the Wired, but that wont he|p you when
someone breaks info your base of operations and steals/breaks your setup.

This is how fo modhcy your locks to better resist |ockpicking, without
hoving to rep|oce your ke\/s,

Tools you will need are:

A dremel/high speed rotary tool with collet for the diameter of
the pins (Fig)

Somefhing fo hold the dremel in p|0ce (I used a vice, you can
clamp it to a fable, just get it stoble)

A pin tray (I made mine out of cardstock that | accordian folded
fo give me ridges in which to disﬁncﬁfy which set the pins were
from (Fig.2))

Screwdriver or other tool to take out retainer. (Fig.?))

Tweezers (Fig.3)

Mini Files. | on|y used the eo|ge of my thinnest flat file, and the
corners of the Jrri<:1r1g|e file. (Fig:ﬂ)

Your lock MUST have a removable core. Most doorlocks and high end
padlocks should have this. To get to the core, you must take the lock out
and get to the back of the cy|inder. Different locks have different refaining
methods, but the example | used has two screws in the back that you
must remove (Fig4) (another common method is a C-retainer). Remove
the refainer, insert your key and turn. It should be able to come out the
front, but be CAREFUL, the driver pins will be under spring fension and
will jump out and you may lose them, or lose where it was (my example
has uniform driver pins, some o|on+).

At this point you should make/have a pin tray. If you mess up the
order, the origino| key will not work and you|| have to try to guess which
pins go where based on the key.

Hold or vice up the lock so that the springs and driver pins are coming
out upword, turning the key so the key pins are also trying to exit
upward (for mine | just turned the lock upside down, and turned the key
to be the right way up). Use your finger o cover the back of the hole as
you s|ow|y pu|| out the key with the cy|inder. Once you hear the click of
the driver pin jumping out of its p|oce, take it out and put it in the tray

(this pin should be the very back pin, so it goes in the higheer pin number.

Lainzine 4 — May 2017

FiG 1) A dremel/high speed rotary tool.

FiG 2) A pin tray.

FiG 3) Screwdriver or other tool to

take out retainer



FiG 4) Remove the retainer

FiG 5) Put a pin in the dremel, trying to

leave as much exposed as you can.

FiG 6) Aim to cut serrations or spool shapes

into the pin.

Mine is 5 pin so | would put it in the 5th position in the pin tray). Repeat,
putting pins in their proper |o|oce in the pin tray until theres no pins left
(Fig.Q). Fu”y remove the keywoy, careful to keep it uprigl’]f as to not lose
the key pins. Corefu”y remove the key and put the key pins in their
respective spof in the pin tray (Fig.Q) You may op’riono”y ﬂip the lock
boo|y upsio|e down to o|um|o all the springs out, but if its in a vice you
dont need to worry about it, as |ong as you dont tip it over and end up
|osing a spring. If your pins o|re<:4c|y have spoo|, serration, or other securify
features, then you/your londlord/previous tennants chose a decent lock.
You can still cut whatever standard pins are in that lock, but leave the
already cut ones alone.

Now comes the fun part. Take @ pin and Jrithreh it up in the dremel,
trying to leave as much exposed as you can while still hoving a gooo| hold
(if the pin in a key pin, put the side with the 45 degree end info the
collet, and cut the other end) (Fig.S). Set the speed to low if you can,
turn it on and let it rev up. Now you sfart cutting info the pin with the
files, careful not to touch the ends of the pin (if you do, youd need fo
rekey)‘ Aim to cut serrations or spoo| shopes into the pin (Figé). This will
make it harder to pick by giving false sets. Repeat this process with as
many pins as you like (I did it with all of them to get some practice in).

Once you've finished cutting your new security pins, you can start
putting everything back together. Start by putting the springs back info
the lock body if you took them out. Put all the key pins back into their
correct places in the keyway, making sure the right side is down (45
degree end goes in first). Then take your tweezers, putting the driver pin
in |o|oce before pusl’ling it down and s|io|ing the keywoy over it fo stop it
springing out again (make sure you don't dump your pins by turning it
upsio|e down). lts best to put the driver pins in non-cut side first, as Jrhey'”
false set more often. Continue putting pins in and s|io|ing the keywoy until
all pins are in. Push the keywoy all the way in before turning to lock it.
Put the retainer back and fest it with the key. If it opens, you're done!l Put
it back where it be|ongs and enjoy your more secure lock (or take it with

you to DEFCON and try to frustrate the lockpick village).

If you've got questions or just think I'm a cool guy and you wanna talk
to me, send something over to nils@tfwno.gf

| am not responsible if you go fuck up your lock or if you get hurt
o|oing this. Some of my lock Jrermino|ogy migH be incorrect, so Forgive me,
I'm not a professional.
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Web scrapexrs, a guide
and a horror storxry =2

By raxmur

A classic website can be Jrhoughjr of as a program that fakes a set of
information from its server, assembles it as needed and sends it back the
browser. A good API (Apphcoﬁon Programming Interface) is one of the
most useful features a website could possibly have, because it exposes the
row information instead of wrapping it in its own Ul, so that you get to
decide how to assemble it and what to make of it.

Some websites unfor’runcﬁdy lack this great feature, perhops because
of deve|oper |oziness, incompefence or simp|y lack of interest. This is where
the scraper comes in.

A scraper is like an APl that you have to write yourseh(: it disassembles
the Webpoges, ex’rropo\ojres the requirecl information and collects it into a
data structure that you can work with. Scropers mighjr not be as powerfu|
or as clean as normal APls, but Jrhey're often the on|y way fo get access fo

information progrommoﬁco”y.

Tools of the trade

To write a scraper, you're gonna need a few ’rhings:

Know|eo|ge of a programming |onguoge‘ | choose **Rub\/**

because it's concise, has a REPL, and great libraries, but you can
choose any |onguoge you see fit.

A web browser with deve\oper tools. All major browsers have

these, so just pick your poison.

curl. This is an invaluable fool for whoever works with the internet.

A library to make http requests. | use NetHTTP because, well, it

ships with Ruby.

A good library to access XML, possibly through XPath. This is

gonna be the deal breaker for the |onguoge you're gonna use,

because XML is o mess and you *will have to deal with

malformed XML, “*Oga™ is what | used. (Some use regu|or

expressions to parse XML. | do not recommend it.)

Some Jovoscrip’r know\edge. Sing|e—poge websites offen use their

own internal REST API to fetch the information, so you may

have fo read H’]rough some frontend code.

A simple example

Writing o scraper is made up of two phoses: first, you'll need to
understand how the website works and where to poke to obtain the
information you want, then, you'” have fo parse the resuHing webpoge
and select the inferesting bits.
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Let's take lainchan as an exqmp|e: let's ignore that it has a pen(ecHy
good JSON APl and say you want to write something that consumes the
posts in a thread.

First of all, pay attention to the URLs. Websites are programs ofter all,
so they (should) work in a logic way: try to find patterns by looking ot
the URL and the function of the page you're on.

Lef's toke |oinc|’1cm, for exomp|e, In lainchan's case, this is very simp|e:
the first element in the po’rh is the board ID (T», cyb, lit or what have
you), Then, in the index pages, the second is the page number, while in a
thread it's just @ prefix, and the third is the ID of the thread.

You can write some functions fo generate the correct URLs, if you want:

L. 3 ““ BASE = 'https://lainchan.org/'
.'.ﬁ"l" a‘_'__‘.-‘-.““ def index(board, poge)
““.‘p:-qif'i'lﬂﬁ""q?' ”#{BASE}#{boord}/#{poge == 17 "index" : poge}.hfm|"
1 s end
3 def thread (board, id)
"#{BASE H{board}/res/#{id}. html"

end

Now that we got the |ogic down, we can begin the second phcse,
Locate the elements you want fo scrape and rigH cick on them. There
should be an option called "Inspect Element", or something similar. This will
open the Web Inspector and select the line in the HTML with the element
you selected. Try to find a pattern in the elements' classes or structure.

Let's fake lainchan again. Let's say we only want to get the opening
post bodies for each index page. All OPs have class ‘op and the body is
inside a div with class ‘body‘. Let's translate that into code.

%wluri ne+/th ogo],eoch { H| require [}

doc = Ogaparse_xml(Net:HTTP.get(URI(index 'cyb’, 1)))
ops = doccss('op')

op,bodies = ops.map { |post]| pos#css('.body')f@xf }

L maem '_“‘."h

With just a few lines of code, we were able fo ecsily get access to the
information we needed. Wasn't that easy?

TR A AT L
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A tale of bad code

UrncorfunoJre|y for you, notf all websites are as easy fo scrape as
lainchan.  Sometimes you come across d huge Jrcmg|ed mess that migl’ﬁ
take you hours to unravel. Let me fell you a sfory about how not to write
a sing\efpoge website.

dojinco is a website that go’rhers download links to doujin music:
Joponese indie music often inspired by videogomes such as the Touhou
series or Kancolle. It is omozing|y heovy, for some reason; it is not rare for
my browser tab to crash while I'm trying fo search for some’rhingA One
day | got tired of its bullshit and decided to write o scraper for it, and try
to understand what was the cause of its obysmo| perFormonce,

Little did | know of the horrors |url<ing underneath.

My first guess was that the developer just did what everybody loves
doing these days: throw a bunch of crudely combined JavaScript
frameworks at it and call it @ o|oy. That's understandable: the site appears
to have on|y one o|eve|oper, and he seems to enjoy web design more than
programming. But as | open up the dev tools, | am gree’red by a re|o’rive|y
short list of unorder|y files with surprising|y little trace of framework-like
drivel. Guess the code reo||y is that bad.

The codebase is kind of a mess, but it doesn't take me |ong to find the
function called when scro||ing down to load more albums. It makes a
POST request to an ‘ajaxurl” with some settings and an ‘arraySet, which
seems to indicate what to send.

‘ajoxurl” turns out to be /wp-admin/admin-ajoxphp’ This tells me
that it's using wordpress underneath, and that the server side of the
website is likely fo be a huge mess of PHP. | open up a terminal and try
cur|ing the address:

$ curl -X POST |'1Hp://o|ojin‘co/wp—odmin/admin-ojox.php
O

There doesn't seem to be anything stopping me from doing it. Does
this mean that the authentication is useless? Most |il<e|y. Let's fry cur|ing

with the parameters from ‘disp|oyMore()

$ curl -X POST |'1Hp://do]in.co/wp—oc|min/odmin—
ojox,php?ocﬂon:infiniJreScro”ingAchion&pos’rPerPoge: 35 &oﬁcsefzo&orroys
et=%5B34959%2C22539%2C16137%2C23916%2C34978%2C34982%2C3
4517 9%2C37926%2C1797 %2C2453%2C2586%2C1462%2C11373%2C23913
%2C34984%2C5716%2C6372%2C7708%2C23910%2C2188%2C3441%2C1
7564%2C34980%2C37277%2C9M% 5D

This returns a JSON file with the results in plain (malformed) HTML
under the ‘data” key. Why you would wrap that in a JSON object is
beyond my comprehension, but hey, it works for him. After playing a bit
with these parameters | figure out that the numbers in “arraySet” are just
album IDs. This is also a weird decision, but it sort of makes sense.

Later on, | find what seems to be the POST request invoked when
seorching: the poy|ooo| is hoshmop confaining some options and the
search terms; the “artist” and “s’ry|e” fields are represerﬁed by IDs. cur|ing
with those parameters returns the search results and an array with the
album [Ds. Bingol Now all that's left is figuring out where it's getting the

arfist and genre IDs from.
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| search the whole codebase for other AJAX requests, but nothing
turns up. | try to run the proFi|er while seorching and, while it does register
an incredib|y higl’w call stack and a l’\uge performonce hit af various points,
it surprising|y shows no signs of |f1iHing the network. Baffled, | try using
"|nspecf Element' on one of the search suggestions, which is when the
realization hits me like a bus.

B @  [@ dusexplor.  [& divétag_area  [{] diviartist_sectiontag_section « [ diviartists_level2 section | [&] divexplore Tag | {3 BB/ [

es” section="#artists_level2" order="'136" type="n_artist" valu=="818"

-ag=lol project</dive

es” section="#artists_level2" order="137" type="n_artist" valuc="B58"

SLUCTOLE® CAFE=/div>
tion="#artists_level2" orde type="n_artist" value~"1332"

ssi="explore_Tag" ui
"ol praject”

" type-"n_artist" value="2075"

type="n_srtist"” value-'"1375"

value="2528"

" types"n_artlst" valus="227"
' r

explare_Tag " bype="m_artist" valu=="837"

" type="n_ortist" valuee="1912"
" type="n_artist" value="1377"
* type="m_artist" value="1174"
order="148" type="n_artist" value="984"
order="150" type="m_artist" value="871"
* order="'15@" type="m_artist” value="34§"
order="151" type="n_artlst" value="657"

" order="152" type="n_artist" value="ga3"
name="Monobaka" cor
ists_level?” order="153" type="n_artist" value="238"
rome-coats/dive

ists level?” order="154" tvoe="n artist" value="636"

THEY WERE THERE ALL ALONG! All the artist and s+y|e IDs
where all hidden in p|oin sithr in the page HTML.

[t takes me a while to recover from such a sig|'1+. | start writing the
scraper, but the front page is so l’]uge that nokogiri, the XML |ibrory |
was using before, chokes on it, and I'm forced to switch fo Ogo. After
Figh’ring with XPath and encodings, | fino”y get a JSON file with all the
artists and their respective IDs. It is 84KB; given the verbosﬁy of XML |
estimate the source to be at least 700KB, and I'm not far from the truth:
the whole front page weighs a little short of IMB.

But Why exocHy is it so slow? Well, first of all, IMB of HTML is a lot
to digest for a borderline foaster such as mine.

Second, this IMB document is being queried all the time. How do you
suppose it shows the suggestions? Obviously it queries the whole thing for
the elements with a name attribute that starts with the search term and
chonges their properties to make it so Jrhey appear in the suggestion list.
Querying such a l’]uge document fakes time, especio”y since it has to run
synchronous|y and thus hongs the page until it's done. Now imagine this
running each time you pus|’1 a button on your keybocrd.

DespH’e this madness, the scraper turned out to be pretfty simp|e to
write: | made it generate a nice HTML file with the results. It looks o lot
like the website itself, but without all the crap.

And this, my friends, is the reason why a good APl is the best feature
of a website: it provides a standard interface that gives you the freedom
to access its information the way you want fo, unconstrained by the
idiosyncresies and Foi|ings of its Ul.
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